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 TC “Foreword” FOREWORD
“Subject: Open Source Software in the Department of Defense (DoD).” This memorandum “reiterates current policy and provides additional guidance on the acquisition, use and development of OSS within DoD.  DoD Components acquiring, using or developing OSS must ensure that the OSS complies with the same DoD policies that govern Commercial off the Shelf (COTS) and Government off the Shelf (GOTS) software.”

John P. Stenbit, CIO, Department of Defense, Policy Memorandum, May 2003

“..the U.S. Department of Labor's Workforce Connections™ is a set of Web-based tools that empower non-technical individuals to create, acquire, share and control content in real-time. Workforce Connections™ is the first tool (Open Source Software) of its kind to be licensed by the U.S. government free of charge (under a General Public License) to public and private sector organizations. Learn how your organization can use these tools to easily build and maintain: Traditional Web sites, Online courses or presentations, Community of practice Web sites, Online coaches, Knowledge repositories.”

U.S. Department of Labor Web Site for Workforce Connections, March 2004

Abstract:  This Report delivers updated data, analyses, observations and findings related to the market status of free and Open Source Software (OSS) in the Federal sector and healthcare, and profiles private and public sector OSS case studies.  This Report will provide insights and a framework for any Federal agency pursuing the development of software solutions to meet national challenges as posed by National Health Information Infrastructure, government initiatives to provide electronic health record within the next ten years and other governmental initiatives and market requirements to create a health care system that is safe, high quality and cost effective.
“Open Source Software is a huge piece of our country’s disaster preparedness infrastructure within the Department of Homeland Security and National Weather Services.” 

Barry West, Chief Information Officer, EP&R/FEMA, March 2004
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 TC "Executive Summary" Executive Summary
“By computerizing health records, we can avoid dangerous medical mistakes, reduce costs, and improve care.” President George W. Bush, State of the Union Address, January 2004
President Bush has outlined a plan to ensure that most Americans will have electronic health records within the next 10 years. The President believes that better health information technology is essential to his vision of a health care system that puts the needs and the values of the patient first and gives patients information they need to make clinical and economic decisions – in consultation with dedicated health care professionals.  This will address longstanding problems of preventable errors, uneven quality, and rising costs in the Nation’s health care system. 

 The President’s Health Information Technology Plan, April 2004
“Within 90 days, the Secretary of Veterans Affairs and the Secretary of Defense shall jointly report on the approaches the Departments could take to work more actively with the private sector to make their health information systems available as an affordable option for providers in rural and medically underserved communities.”  

President Executive Order - Incentives for the Use of Health Information Technology, April 2004
· Open Source Software (OSS) market is growing across all domains of information technology in both the public and private sectors.

· Federal Government agencies are actively deploying OSS solutions and leading OSS development initiatives. 

· OSS was identified as one of nine key health care information technology trends for 2004 by Healthcare Informatics magazine.

· Healthcare institutions need an affordable comprehensive clinical information system to meet the Presidential agenda, homeland security requirements, and patient demands for safe, high quality health care.

· OpenVistA is an OSS version of the Department of Veterans Affairs’ electronic health record (EHR) and health information technology system known as VistA. OpenVistA was released by the Pacific Telehealth & Technology Hui, a DoD/VA joint venture, to address the need for a cost-effective health information technology (IT) in the pacific region. It was also used by Indian Health Services to create their version of a comprehensive electronic health record system.
Given all these factors, the time may be right for various Federal agencies to begin seriously considering options on how to effectively participate with the Open Source community and healthcare industry at-large, especially with regards to the release of VistA and the VA Computerized Patient Record System (CPRS). The steps being taken by VA and HHS to develop and release the VistA Office EHR for use in small Medical Practices is a step in the right direction.

 Adoption of health information technology (IT) has been slower in healthcare institutions because of its high cost and limited availability of capital resources for public and private sector care providers. Adoption of information technology in physician offices has been even slower because of its cost and perceived lack of value. Open Source Software (OSS) offers solutions that are affordable, reliable, and viable. Further, its acceptance in the healthcare community is growing rapidly. 

Open Source Software‘Open Source Software" (OSS) means software which is available in the source code form and generally on a free, no cost license basis. OSS software is licensed in one of forty or more approved OSS licensing arrangements that guide the use, modification, or redistribution of the software. OSS is similar to Public Domain Software, with three key differences: 1) Public Domain Software released under the Freedom Of Information Act (FOIA) is free, without restrictions; 2) Public Domain Software is not copyrighted; and 3) Public Domain Software may not always come with source code. Benefits offered by OSS includes: saving money, generating better quality software, delivering and enabling flexibility, accelerating innovation and problem solving, reducing cycle time, and avoiding vendor lock-in.

The growth of OSS is occurring in nearly all software categories including: Internet, operating systems, middleware, databases, applications, desktop, and other areas. OSS is also pervasive in the entire product and services life cycle through all major sectors of the American and international economies. Leading international information technology (IT) companies are making major investments in OSS products and services as a core element of their business and customer strategies. These companies and public sector entities are making significant investments in the development of OSS through the contributions of source code and operations of service/support networks. Some examples include:

· Rapid growth and acceptance of Linux operating system.  According to research firm IDC, sales of Linux servers jumped 63 percent in the fourth quarter of 2003 when compared to figures from a year earlier. Gartner predicts that Linux will run 21% of desktops by 2008, taking its market share directly from Microsoft as reported by Time magazine in May 2004.

· Apache Web Server – an OSS solution which has been the #1 Web server in the world  - In the last 2 ½ years, Apache market share increased 5% and is up to 67% as of February 2004
· Hewlett Packard sponsors two to three new open source application development projects per week, according to a HP executive.  On June 1, 2004, HP announced that will increase its backing of "open source" software by being the first large technology company to certify and support programs made by MySQL AB and JBoss Inc.

· IBM is moving to open source on all desktops and provides $1B plus in OSS development support. It has a strong focus on service and support of OSS for customers.  

· OpenOffice.org is both an Open Source product and a project. The product is a multi-platform office productivity suite that is often used in healthcare settings. It includes the key desktop applications, such as a word processor, spreadsheet, presentation manager, and drawing program, with a user interface and feature set similar to other office suites. OpenOffice runs stably and natively on Linux and MS Windows and is widely used around the world.
· Novell acquired SuSE Linux and the desktop Linux maker Ximian, which sparked IBM’s $50 million investment in Novell to help it develop Linux-related products and projects. 

Adoption of OSS is growing in both public and private sectors among very diverse group of communities. This is evidenced by the growth of SourceForge.net, which is the world's largest Open Source software development Web site that has over 78,000 hosted OSS projects and in excess of 800,000 registered users.  One of the driving forces in the increasing diversity and size of the OSS community is the wide spread of programmers across the private and public sectors. This includes an international network of programmers who work outside of proprietary software companies. These programmers are focused on implementing solutions specific for their business problems rather than producing a software product that can be sold. They commonly look for solutions that offer security, flexibility, source code availability and a lower cost of ownership.  The international networks of Internet connected volunteer and corporate programmers are successfully developing, evolving and supporting OSS programs that deliver advantages over proprietary solutions at the enterprise level.  
Open Source Software in the Federal Government 
U.S. Government agencies are actively deploying OSS and leading Open Source Software development initiatives. Many Federal and State Agencies are not only using OSS extensively, but are also leading and facilitating the growth of complex OSS packages in collaboration with the private sector and releasing them back to the community.  

· Department of Energy (DOE) is leading the development of eleven OSS worldwide initiatives such as the Globus project, which includes development of fundamental technologies needed to build computational grids.
· Department of Labor (DOL) was one of the first federal agencies to release a major new software application program, Workforce ConnectionsTM, as OSS under a General Public License.

· The National Aerospace Administration (NASA) is focused on developing OSS that supports its operations as well as taking the lead in releasing many of their software programs to the community.  NASA has developed its own OSS license agreement geared to meet their needs as well as the needs of the community.
· [image: image3.wmf] 

Department of Defense (DOD) has formalized their efforts by establishing a policy on OSS and has documented widespread OSS use throughout DoD.
· The Defense Advanced Research Projects Agency (DARPA) has supported, leveraged and collaborated with the Open Source community on a number of projects including the Composable High Assurance Trusted Systems (CHATS) program designed to protect computer systems from constant attack. 
· The National Security Agency led the development of a security-enhanced version of Linux, SELinux, in partnership with public and private sectors, which is now a core element of Linux.  
· The National Weather Service runs its entire system for weather surveillance on open platform and as a result has improved performance and saved lives.

· Department of Health and Human Services – In May 2004, representatives of the Center for Medicare and Medicaid Services announced that it awarded a $100,000 grant to the American Academy of Family Physicians to develop low-cost, standardized and open-source electronic medical records. The grant will help the AAFP to develop, implement and evaluate a pilot project that would provide EMR systems for several medical practices (CMS press release, 5/28). [image: image1.png]


The same press release also mentioned that CMS is investing in making the Department of Veterans Affairs' (VA) EHR and health information technology system, known as VistA, available as a low-cost EHR option for non-VA clinical providers.

· Department of Homeland Security - Within the Federal Emergency Management Agency (FEMA) OSS is an essential component of the country’s disaster preparedness infrastructure.  It was selected and used because of secure architectural framework, improved product performance and scalability, reusable code, and shortened development time.

· Additional government and OSS resources related to policy and strategy are available at The Center of Open Source & Government hosted by George Washington University. 

Advanced, flexible, scaleable, secure and sustainable information systems are essential for government agencies to deal with the complexity of globalization of economies, unanticipated threats, legislative directives, citizen demands and fiscal constraints.  OSS across all IT categories offers practical, affordable and enterprise ready solutions that can support governmental efficiency and effectiveness.

Open Source Software in the Health Care Community

Over the last five years, there has been a continued explosion in the amount and quality of Open Source Software (OSS) being developed and deployed around the world in virtually every industry, including health care. In the last two years, the accelerated growth in OSS has occurred due to (1) growing awareness and acceptance of OSS as a viable solution, (2) increasing ability of OSS to operate at the enterprise level, and (3) increased software functionality that has resulted from high profile alliances and coalitions.  The success of Linux and Apache’s evolution into a viable, cost effective, and secure enterprise-wide systems are a testimony to the growing acceptance and use of OSS solutions. 

Open Source Software in health care is declared as a top information technology (IT) trend. 

Healthcare Informatics, a leading industry magazine, declared OSS as one of the "9 Tech Trends" for 2004 in the article Inroads in the Right Places - Open Source.  It said “once not ready for prime time, open source now appears poised to begin influencing IT selection by companies in the future”. The growth of OSS in healthcare is attributed to major support by corporations such as IBM, HP, Novell, Amazon and others.  Some specific OSS health care examples include:

· McKesson Corporation, the world's largest seller of health care management products and services, announced that it had switched to Linux for its "most important customer-facing application."
· Open Infrastructure for Outcomes is a shared and free OSS infrastructure that supports the creation of web-forms as plug-and-play modules for medical information systems with integrated statistical reports generation.
· BLOX is quantitative medical imaging and visualization program is an OSS project sponsored by Kennedy Krieger Institute and the Johns Hopkins University that is focused on developing a quantitative medical imaging and visualization program for use on brain MR, DTI and MRS data. 
· OpenVistA is an OSS version of VistA developed by the Pacific Telehealth & Technology Hui in conjunction with VistA Software Alliance, WorldVistA and other organizations. 
There also has been significant growth in international networks of programmers organized around health care initiatives to build and evolve Open Source Software focused on health care information technology needs, e.g., growing networks of developers focused on evolving OpenVistA, and Open Infrastructure for Outcomes (OIO) initiatives (for additional examples see Section 3.0).
Although growth in the use of OSS in healthcare has lagged compared with other sectors, 2004 will be seen as the landmark year where OSS will hit the radar screens of healthcare organizations. For additional OSS projects in healthcare see Section 3.0 and Appendix C.  

Open Source Software (OSS) and VistA

Today, the Department of Veterans Affairs' (VA) VistA system is released through FOIA requests as public domain software. VistA has become so popular that there are hundreds of successful deployments of VistA in various configurations across the US and in other countries. Further, interest in VistA and the VA Computerized Patient Record System (CPRS) appears to be increasing rapidly. Internal and external factors are creating a rationale to think about alternative approaches for releasing VistA to the private and public sectors that could garner more support from the American people and the Federal government for the National Health Information Infrastructure effort.  

Until recently, there has not been a central coordinating entity to manage the release of VistA into the public and private sectors. Consequently, there are currently several divergent VistA software products, or forks of the VistA product that have now emerged. The emergence of these divergent development paths has many potential negative consequences for the health and safety of patients being treated by providers using some variation of the VistA software. These include: continued lack of interoperability, lack of standards, hindered disaster preparedness and bio-terrorism response, decreased patient safety, and possible impacts on the quality of care delivered to patients. The present FOIA release process provides for little follow-up of any kind with the entities that have requested VistA and are implementing it. Under the current scenario, there is no effective mechanism for VHA to release bug fixes or programming enhancements, and there is no mechanism to receive code improvements or enhancements to VistA from these external entities. 

The Open Source Software development efforts of other Federal agencies and international OSS alliances/coalitions offer a potential model and a business case for other Federal agencies to consider taking a more proactive leadership role in the external community clustered around VistA and other Open Source Software solutions. This Report includes findings from several other case studies that would also be relevant to the development of an international open source software community supporting the expansion of VistA in the private sector. 

Case Studies in OSS Development Initiatives Offer Insights 

OSS case studies from IBM, The Apache Software Foundation, National Security Agency and others (described in Section 4.0) offer essential knowledge and key success factors. These include:

· Scale Of Collaborative Software Development – How to guide the development of complex, multi-faceted OSS through collaborative software development model using the base software as a kernel and building other modules around it.  

· Community Efforts -- In the open source community, if there is a good software product available, the open source community will generally collaborate on further software development and enhancements to make the product even better. 
· Benefits from Sharing – By providing leadership and active participation, organizations such as IBM and NSA are gaining benefits in the form of enhanced software and new avenues for service and support through the evolution of the OSS solutions coupled with appropriate licensing arrangements.
· Licensing Insights - Learning about the relative strengths and weaknesses of OSS licensing options (e.g., Apache type BSD license vs. a GPL license like Department Of Labor’s release of Workforce Connections TM ) that best serves NHII and the American people.

· Success Through Alliances with a Central Coordinating, Not-For-Profit Organization to Further Facilitate Public-Private Collaboration  – Learning how to best provide leadership and structure participation in a central not-for-profit that would serve as a buffer organization between the Federal public sector and the larger open source software and healthcare communities. Such a central buffering organization could serve as the neutral ground for bringing together the diverse public and private organizations with ties to VistA. 
Potential Next Steps

If an organization or Federal agency seriously considers releasing or using an OSS product, it would be important to gain additional knowledge about the process from other organizations and by conducting a pilot test in this arena. To that end, one may want to consider the following: 

· Completing an OSS Inventory – Compile an inventory of the use of OSS products across your organization. This will provide a current landscape of OSS adoption in your organization and a baseline to measure future success. 

· Selecting Open Source Licensing Option – Further investigate licensing options for the release of any product your organization has developed as Open Source Software and select a licensing option that would meet the needs of your organization as well as the larger OSS community. 

· Investigate Potential OSS Partnerships – Establish criteria for identifying and possibly pursuing mutually beneficial collaborative relationships with other organizations in the OSS community.  
· Release One or More Software Modules as OSS – Consider releasing one or more software modules as OSS in the near term through a defined OSS collaborative software development approach. This pilot effort would offer an opportunity to learn key lessons about working with the OSS community, how OSS products are licensed, how the open source software development process works, and what other implications there are to consider.
· Test One or More OSS Modules Developed by Other Organizations - Consider pilot testing the implementation and use of one or more OSS healthcare products. This pilot effort would offer an opportunity to learn about the implications of introducing OSS solutions within your overall architecture.
· Developing an Open Source Software Policy – Consider collaborating on the development of an internal policy regarding the acquisition and use of Open Source Software products. 

All of the potential next steps are designed to support public and private quality, patient safety and cost effectiveness, while addressing government imperatives and market needs.

 TC "1.0 Open Source Software -- Definitions and Background" 1.0 Open Source Software -- Definitions and Background

Linux is everywhere.  It’s in your Web server.  It’s in your data center.  It’s in your desktop, your laptop, and handheld.  It may soon be in your car and home appliances.  It’s being used by NASA to operate the Mars rover.

What’s next for Linux, lead story, eWeek, February 2, 2004

 TC "1.1 'Open Source Software' and 'Open' Definitions" \l2 1.1 ‘Open Source Software’ and ‘Open’ Definitions 'Open Source Software' (OSS) is software that is available to the public in the source code form and usually on a free, no cost license basis. Open Source Software (OSS) can be licensed under one of forty or more approved OSS licensing arrangements that guide the use, modification, or redistribution of the software.  Key attributes of many licensed OSS arrangements include: free distribution, access to source code, ability to modify code, no discrimination against any users or fields of endeavor, must not be specific to a product, must not restrict other software and must be technology neutral.  Linux is just one example of the many industrial strength OSS products now available in the marketplace.
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While Open Source Software (OSS) is often called “free software”, it may include a monetary charge for packaging, service, support, documentation, training, etc.  It is free in as much as the user has rights to freely use the software, make changes to it, and distribute it. There is no up front license fee and there is no on-going maintenance fee.  Like any other software, Open Source Software is released under a variety of licenses. Much of Open Source Software is released under the General Public License (GPL), like the Linux operating system.  Although GPL does not restrict the software use, it does contain restrictions intended to preserve its open-source status: notices of authorship (e.g., it is usually copyrighted), requirement that additions to the code are shared back to the OSS community, and adherence to defined developmental control.  How 

that software is distributed and enhanced over time by a Web based community of developers, not the issue of ownership, is what gives the software its OSS status.  The Free Software Foundation provided Figure 1 that illustrates types of software and their relationships.

OSS is similar to Public Domain Software, with three key differences:  1.) Public Domain Software is free, without restrictions, and is normally released under FOIA; 2.) Public Domain Software is not copyrighted; and 3.) Public Domain Software may not always come with source code.

In today’s information age, the term ‘Open’ refers to initiatives whose workings are exposed to the public and are capable of being modified or improved by anyone. ‘Open’ is the opposite of ‘proprietary’ or closed.  The widespread use of the term ‘Open’ in different contexts from Open Source Software and Open Standards to Open Systems and Open Architecture, often cause confusion.  Here are some short definitions to aid understanding of various open concepts.

· Open Source Software - Open Source Software refers to a software program in which the source code is available to anyone for use and/or can be modified by anyone from its original design free of up-front license fee charge. 

· Open Standards - Open Standards are the set of specifications developed to define interoperability between diverse systems. The standards are owned and maintained by a vendor-neutral organization rather than by the original commercial developers and many commercial vendors are asked to comply with these standards. 

· Open Systems - Hardware and/or software systems that use/adhere to open standards. 

· Open Architecture - An Information Technology (IT) architecture whose specifications are public and that provides a platform for interoperability. 

· Open Code - Commercial proprietary software whose source code can be obtained, viewed, and changed within the guidelines of the specific license arrangement.

· Open Data - A standard way for describing data formats (per "Open Data Format Initiative ODFI description") and a program to validate that a data file is "ODFI compliant". 
· Open Computing - is the philosophical principle that includes architecture and technology procurement policies and practices that align IT with the goals of Open environment.  It permits interoperability by using published specifications for API's, protocols and data and file formats.  The specifications must be published without restrictions to their implementation, and without requiring royalties or payments  (other than reasonable royalties for essential patents).

· Open Grid – Refers to the Open Grid Services Architecture (OGSA) developed by the leading government research labs with Globus Alliance protocols to support supercomputing “Grid” development and management that allows users to share computing power, databases, and other on-line tools securely across corporate, institutional, and geographic boundaries without sacrificing local autonomy.
· Open Knowledge – A system of knowledge transfer using Internet technology to share best practices, emerging practices, knowledge and innovations within one or more Community of Practice. 

· Open Collaboration – This involves using open communication circles among diverse stakeholders to solve problems, accelerating commitments and maturation of open standards, facilitating a collaborative incubator for innovation and enhanced processes. One example is enhancing eGovernment effort through Open Collaboration, which has had multiple sponsors including: Architecture and Infrastructure Committee of the Federal CIO Council, IT R&D Coordination of the White House Office of Science and Technology Policy, Office of Intergovernmental Solutions, Office of Citizen Services and GSA.

Based on the many ways ‘Open’ is being used, it’s clear that the term now goes beyond simply sharing software.  It is also being applied to many other domains such as: 1. training material, 2. policy and regulations, 3. clinical and business processes, 4. business models, etc.  The classification of the ‘Open’ variants is a foundation for effective communication about the next generation health information technology necessary to create affordable healthcare services, support interoperability, disaster preparedness, patient safety and other benefits at a global level.

 TC "1.2 Open Source Software -- Market History" \l2 1.2 Open Source Software -- Market History
Open Source Everywhere - Software is just the beginning … open source is doing for mass innovation what the assembly line did for mass production. Get ready for the era when collaboration replaces the corporation.

By Thomas Goetz, Editor, Wired Magazine November 2003
The OSS market is growing rapidly across all domains of knowledge and information technology in the private as well as public sectors.  Efforts in both private and public sectors relate not only to the use of open source solutions but also the development of open source solutions. This document highlights developments in the private and public sectors focusing primarily on OSS applications for use by healthcare provider organizations in particular.  

The Open Source Software movement began many years ago and it is continuing to accelerate towards both acceptance and viability. In many cases, the OSS style of software programming can be viewed as a ‘community barn raising activity’ where neighbors came together to put up a new barn as a non-paid group activity in a very short period of time.  The end product was a high quality barn constructed in a few days as opposed to one family working alone for months. Eric Raymond in his ground breaking book ‘Cathedral and Bazaar – Musings on Linux and Open Source by an Accidental Revolutionary’ profiles the open source movement as the community of programmers who come together voluntarily and without pay to create useful software programs such as Linux – a ‘Bazaar’, and describes the top down closed, proprietary work-for-hire programming as a ‘Cathedral.’  The open source approach is the opposite of traditional centrally managed software development.  

Over the past 5 years, there has been a continued explosion in the quantity and quality of Open Source Software being developed and deployed around the world. The Bazaar phenomenon is spreading across all facets of information technology. OSS products range from operating system upgrades, desktop clients, JAVA-based development kits, application servers, to an impressive number of applications in virtually every industry, including healthcare and finance.

In the last two years, the growth in OSS has accelerated significantly.  Key contributing factors for this growth are: growing awareness, increased software functionality, increasing adoption of OSS by many organizations and certain OSS applications ability to operate at the enterprise level such as Apache Web service and Linux operating system. The increased functionality has resulted from high profile alliances and coalitions (some of which are discussed in the Section 4). Success of Linux and its evolution in to a viable, cost effective, enterprise ready, secure, scalable solution is due in part to the contribution of code by the National Security Agency’s Secure Linux (SELinux), released initially in 2000.

Today, many popular OSS products are available in addition to the Internet Backbone products based in OSS (e.g., TCP/IP, HTTP, SendMail, BIND, etc.). They include:

· Perl - the basis for many web servers' dynamic content, and widely used for scripting and automation.

· BSD/UNIX -- most commercial versions of UNIX, which are either based directly on BSD source code or are borrowed heavily from its design.

· Apache - powers over half of all web servers on the Internet -- more than all other Web servers combined including Microsoft and Netscape.

· Linux – becoming a mainstream Operating System for file and print servers, Web servers, embedded applications (e.g., point of sale, terminals, set top boxes, etc.), scientific applications, and is moving rapidly into the enterprise application space with strong support from vendors like HP, Oracle, SAP, IBM, and others.

· OpenOffice (OSS)  – a comprehensive suite of desk top office applications that provide very similar capabilities as Microsoft Office and offer the ability to read and modify nearly any MS Office documents. OpenOffice runs stably and natively on Linux and MS Windows and is beginning to be used widely around the world.
· My SQL – a database that offers full functionality of similar databases such as MS SQL.

During that timeframe, there have also been some countervailing forces such as the SCO lawsuit that claims part of the Linux code infringes on proprietary patented lines that they owned from current Unix licenses.  SCO has not revealed what the exact lines of code are, and many industry experts feel that SCO is just seeking to bully the industry.  In the meantime, several industry leaders such as IBM and Red Hat are aggressively contesting the suit and indemnifying any clients that choose the Linux operating system on IBM hardware. 

Nevertheless, the international software community has been heavily engaged in a ‘virtual barn raising’ for Open Source Software as it has expanded into all types of software.  Today, SourceForge.net, which is the world's largest Open Source software development web site that delivers a collaborative software development platform, has over 78,000 hosted projects with over 800,000 registered users.  The number of hosted projects has more than doubled from 36,000 in early 2003. As the number of OSS projects grows, so do the enterprises and governments around the world who use OSS solutions. They adopt OSS solutions to lower total cost of ownership for technology, access source code, gain flexibility, take control of modifications and obtain better security capabilities.

One of the driving forces in the growth in diversity and size of the OSS community is the proliferation of programmers outside of software companies, as organizations are implementing information technology solutions to support business operations. Scores of programmers are Users of software who work for businesses such as Amazon and Bank of America, as well as federal, state and local government agencies.  These programmers develop programs to support their operations with solutions that offer the lowest cost of ownership, most security, most flexibility, and source code that is available for easy adaptation.  

"Always and everywhere, free resources have been crucial to innovation and creativity”

Lawrence Lessig, The Future of Ideas: The Fate of the Commons in a Connected World, 

Random House 2001    
 TC "2.0 Open Source Software -- Market Update and Federal Government" 2.0 Open Source Software -- Market Update and Federal Government

Market Growth Accelerates – Rapid Expansion in Many Software Sectors – Internet, Operating Systems, Databases, Applications, Desktop, etc.; Plus Growth in the Quality and Number of Offerings for ‘Fee’ and ‘Free’ Software Support and Service.
 TC "2.1 Open Source Software -- Key Growth Highlights" \l2 2.1 Open Source Software -- Key Growth Highlights
Growth of OSS has been in all areas of the product life cycle: product development based on OSS, use of OSS in daily operations, and service and support for OSS based products
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Linux Operating System – rapid sales growth and market acceptance.  Linux has reached a breakout point in the enterprise according to research firm IDC. Sales of Linux servers jumped 63 percent in the fourth quarter of 2003 compared to figures from a year earlier, according to IDC. This report is backed by Gartner’s year-end server sales report that measured a 90 percent increase in the Linux market last year.
 According to TheStreet.com, these results indicate that half of all server shipments from the major vendors will eventually come with Linux preloaded.
 These reports also indicate that the profit margin for these Linux servers is actually increasing. Hewlett Packard reported in January that its Linux-related revenue exceeded $2.5 billion in 2003.  IDC projects that the worldwide volume of Linux server shipments is going to increase from around 800,000 in 2003 to 2.5 million in 2007.This data does not include all installations of Linux (in pre-existing hardware) or no name brand servers. It is clear from all these reports that Linux has reached the mainstream in the enterprise and that its adoption will continue to increase. In the May 2004 issue of Time magazine Gartner predicts that Linux will run 21% of desktops by 2008, taking its market share directly from Microsoft.

b. Apache Web Server – an OSS solution which has been the #1 Web Server in the World since 1996 - In the last 2 ½ years, Apache market share increased 5%, and is up to 67% as of February 2004. In the same period, the number of servers increased from approximately 8 million to 16 million.  So, the 5% increase in the market share since June 2001 is significant success for Apache.

c. OpenOffice and/or StarOffice – an OSS Suite of Business Productivity Applications – There is mounting evidence that OSS is moving from the server side of the Information Technology (IT) world to the desktop.  This movement is accelerating faster internationally, in Europe and other countries, than in the United States. The support for OSS on the desktop is growing.  StarOffice is a very low cost version ($49 vs. $500 for Microsoft Office) of OpenOffice distributed by Sun Microsystems with defined and limited service and support features.  In April 2004 it was reported that Wal-Mart Stores, the world's largest retailer, has begun selling Microtel PCs with Sun Microsystems' version of the Linux operating system and StarOffice.  OpenOffice runs stably and natively on both Linux and MS Windows systems.
d. Support of Major Companies for OSS effort continues to grow --  
· Hewlett Packard (HP) – Sponsors New OSS Projects Every Week.  Martin Fink, vice president of Linux efforts in HP, said in Linux Insider that HP is initiating “two to three new open source application development projects per week. That's 100 to 150 [projects] per year, and it's accelerating," He also stated that by 2005, HP expects that there will be “17 million users of Linux server software up from 10 million in 2003.” (More Companies Switching to Open Source, Linux Insider March 19, 2004). HP, one of the biggest backers of the Linux operating system, announced on June 1, 2004 that it will increase its backing of "open source" software by being the first large technology company to certify and support programs made by MySQL AB and JBoss Inc.  This is viewed as a competitive strike against IBM, which sells its own stack of proprietary middleware software.  

· IBM -  Moves to Open Source on All Desktops, Provides $1B plus in OSS Support and focuses on service and support of OSS.  

· IBM has been one of the top supporters of Linux and OSS. Up until recently, a majority of the $1B in support from IBM focused on server side solutions, but now that is beginning to shift towards desktop solutions. IBM is not only supporting the development of OSS product, but also being a significant user of OSS applications. A recent memo from IBM CIO Bob Greenberg stated “…our chairman has challenged the IT organization, and indeed all of IBM, to move to a Linux based desktop before the end of 2005. This means replacing productivity, web access and viewing tools with open standards based equivalents.”  IBM’s support is so strong that significant parts of the organization are now shifting to a service/support function for OSS as a source of revenue growth.

· At a recent conference in March 2004, Douglas Heintzman, Director of Technical Strategy for IBM Software Group, stated that from IBM’s perspective, Open Source offers many benefits: OS can drive standards, provide cost effective access to base components, be a mechanism to allow companies to cooperate in development of common infrastructure technology as a platform for innovation, be a mechanism to drive multi-vendor consistency to enhance value to customers, provide a common and flexible base to support multiple hardware platforms and drive and foster the development of a critical mass to software development.  
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Eclipse Foundation (an open platform for tool integration built by an open community of tool providers) – Heintzman also stated that this alliance, which has been supported by IBM with donation of $40 million worth of software, has generated more innovations than could ever be imagined.  He elaborated that it was IBM’s view that “pragmatic open standards make sound public policy” and that it’s not a good idea to  “fight the market. He said, “in past, IBM fought the decline of the mainframe and it almost lead to our demise.  Now IBM happily embraces and evolves their business model.”  He suggests that the key elements of success: Open Source, Internet Technology and Rapid pace of eBusiness needs, were interrelated and integral to the future of IBM. He said “Open source and open standards played a key role in the emergence of the internet and the first generation e-businesses and they will continue playing an increasingly important role as we continue evolving the next generation of e-businesses”.

· In concluding, Heintzman described IBM’s annual commitment to OSS being in excess of $200 million a year (above and beyond the staff allocated to work on OSS projects) and said that as the IT industry transitions through significant major changes - open source is finding a new receptive development community. 

· In a White Paper on Open Computing, Heintzman states that businesses and governments are embracing open computing, open standards, and some open source projects because of many benefits offered by them. IBM has made the strategic decision to embrace these concepts and is aligning its hardware, software, and services business to support its customers on the journey toward on demand.

· Amazon – Scalability and Growth on OSS – is one of the largest users of OSS. In 1999 it was estimated that 70% of all of the software at amazon.com was Open Source and an even a larger percentage was at Yahoo.  In 2001, Amazon migrated all of its servers to Linux and was reported by News.com that Amazon.com was able to cut $17 million in technology expenses in a single quarter and decreased technology costs as a portion of net sales by 20%, largely due to a switch to Linux. Today, Amazon continues to be a significant user of OSS solutions to support their Web site operations. 

OSS Service and Support are Widely Available for ‘Free’ and for a ‘Fee’
The OSS support and service environment is increasingly filling with many robust offerings for private enterprises, public organizations and government agencies.  Today, OSS has the benefit of substantial support from two major support networks:

· Paid Support - Major I.T. organizations (IBM, HP, Red Hat, Novell, others) are delivering a wide array of service/support programs for OSS under various financial arrangements.  In addition to these customer support programs, these organizations are making significant financial and time commitment to the growth of the OSS support infrastructure. Also, tens of thousands of their employed programmers and developers are active contributors to the free community support networks built around OSS initiatives.

· Free Community Support – an international network of developers and programmers participate in the development and expansion of OSS without direct compensation.  SourceForge.org is one central place where the diversity of the OSS can be evaluated.

 TC "2.2 Open Source Software in Federal Government" \l2 2.2 Open Source Software in Federal Government – Expanding Development and Use Across Many Software Classes by Numerous Agencies
Numerous Government agencies have been involved in Open Source Software on many different fronts: they have facilitated and supported the development of OSS with the private sector: they have developed OSS solutions to meet internal needs, they have been users of OSS and in some cases, they have established standards and policies.
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Across large number of federal agencies, CIOs and their teams are using and benefiting from open source software such as Linux operating system, the Apache Web server, JBoss application server, open source content management and e-learning systems, the Mozilla Firebird browser, and MySQL / PostgreSQL (open source relational databases that use standard Structured Query Language). A significant number of government agencies have authored studies, white papers and surveys over the last several years to support policy making and to guide deployment of OSS within the Federal IT infrastructure.  The growing presence of OSS is exemplified in the federal government by the following examples. 
 TC "2.2.1 U.S. Department of Defense" \l3 2.2.1 U.S. Department of Defense – OSS Use is Widespread and Delivers a Vital Element in Cyber Defense.  DoD Issues an OSS Policy Statement.
A January 2003 study by Mitre on the use of Free and Open-Source Software (FOSS) in DoD highlighted many key aspects: 1) DoD has 115 different OSS applications and 251 instances of use; 2) OSS software performed critical functions in four areas: Infrastructure Support, Software Development, Security and Research; 3) the removal or banning of FOSS would adversely effect certain types of infrastructure components (e.g., OpenBSD) that support network security; 4) the removal would hinder the demonstrated ability of FOSS applications that support architecture diversity and that had the capability to be updated rapidly in response to new types of cyber attack; and 5) banning FOSS would have immediate, broad, and strongly negative impacts on the ability of many sensitive and security-focused DoD groups to defend against cyber attacks. The study also reported that FOSS applications tend to be much lower in cost than the proprietary equivalents, yet they often provide high levels of functionality with good user acceptance. 

The Mitre DoD report recommendations were to “develop Generic FOSS policies that promote the broader, more effective use of OSS and encourage use of commercial products that work well with FOSS.  The follow up actions were to:

· Create a "Generally Recognized As Safe" FOSS list

· Develop generic, Infrastructure, Development, Security and Research Policies

· Encourage the use of FOSS to promote product diversity.
The Mitre report led to the 2003 DoD policy memorandum that stated that Open-source Software within DoD is accepted as long as it complies with the same policies for commercial and government off-the-shelf software and meets certain security standards, according to a memo outlining the policy by John Stenbit, assistant secretary of defense and CIO. Although, from DoD perspective, the policy statement is neither endorsement of OSS nor a banning (which is the position that Microsoft aggressively lobbied) of commercial products, the policy memo is a significant milestone for a government agency relationship to OSS. In general, the market has viewed this as a positive development and many OSS products have been certified under the DoD and/or government policies.  Red Hat Linux Advanced Server, for example, has the Defense Information System Agency's Common Operating Environment certification, while SuSE Linux Enterprise Server 8 has the Common Criteria Security certification, required by most federal agencies.

Web based Resources:

· Use Free and Open-source Software in the U.S. Department of Defense – Mitre Report. 

· Open-source Software in the Department of Defense Memorandum. – DoD CIO John Stenbit’s policy memo 

· Presentation summary of the Mitre Report for DoD. 
The number of OSS applications by DoD continues to grow. Prior to the January 2003 Mitre Study, a NASA document on OSS had identified 110 different DoD applications of OSS licenses, and Mitre report included 115.  Appendix B includes all 115 DoD licenses grouped by type/number/percentages and DoD applications using the particular licenses. 
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Introducing the U.S. Department of Labor's Workforce Connections™ - a set
of Web-based tools that empower non-technical individuals to create,
acquire, share and control content in real-time.

Workforce Connections™ is the first tool of its kind to be licensed by the U.S.
government free of charge to public and private sector organizations.

Leam how your organization can use these tools to easily build and maintain:

Traditional Web sites
Online courses or presentations
Community of practice Web sites
Online coaches

Knowledge repositories




 TC "2.2.2 U.S. Department of Labor" \l3 2.2.2 U.S. Department of Labor – The First Agency to Release a Significant OSS Portal-eLearning-Community of Practice Software under an OSS General Public License. 
Workforce Connections™ is the first software tool of its kind to be trademarked and licensed by a U.S. government agency free of charge to public and private sector organizations (under a General Public License). 

DOL describes Workforce Connections as “a flexible environment that enables personnel without programming expertise to acquire, share, and document knowledge.  This knowledge transfer can be presented as a traditional web site, as an on-line self-paced course or presentation, or as a community of practice/interest web site.  Workforce Connections is used to administer website content using the Internet or Intranets.” Examples, links, and agencies using the system are available on-line at the Workforce Connections web site.
The primary uses for The Workforce Connections OSS software application are 1) web site development and management; 2) knowledge transfer across a broad spectrum of users within and outside of an enterprise; 3) data rich reference repository; and 4) the delivery of online courses, presentations and coaching.  It can also deliver a robust series of web based collaboration tools to support very large or small Community of Practice. 

Workforce Connections addresses common content management needs with the least amount of effort. It is designed so that non-technical users can create and maintain their own content in easy to use templates and post or change content online. The toolkit compresses the time and effort necessary to publish content and resources to an Internet Web site or Intranet.     

OSHA recently used Workforce Connections OSS to develop an important on-line course for a very wide audience. OSHA wanted to develop a 6 to 8-hour on-line course on workplace violence for many different audiences from OSHA Workplace Violence group. The key requirement was that the Course be conformant to Section 508 and SCORM version 1.2. The project estimates included development cost of at least $250,000 and the development time of 10 months. However, using Workforce Connections the course was completed in two and half months at the cost of less than $5,000 per instructional hour using internal SMEs versus $30,000 to $40,000 per instructional hour using an outside contractor.  
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The following table is a summary of cycle time and cost savings achieved using the Workforce Connections Web Publishing tool.  
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Web services built by using the Workforce Connections Web tool have won three Axiem Awards (an international recognition of excellence for state-of-the art interactive and media applications).  The Workplace Violences Course for OSHA won an Axiem Award for  Excellence in Government Programs; and On-Line Coach Technology won two Axiem Awards for Absolute eXcellence – Excellence in Technical Achievement and Excellence in Government Programs.
 TC "2.2.3 Department of Homeland Security" \l3 2.2.3 Department of Homeland Security – OSS is Essential for America’s Disaster 
Preparedness Systems

At the March 4th 2004 Open Source in Government conference, held at the George Washington University, Barry West, Chief Information Officer of FEMA, gave a presentation about the use of OSS in his agency. He stated, “OSS is a huge piece of our country’s disaster preparedness infrastructure within the Department of Homeland Security and National Weather Services.”  He has advocated the use of open-source since the early 90s, while he was the CIO of the National Weather Service, where it became fairly apparent to him that OSS was “better, cheaper and faster” and it was definitely the way to go.  Mr. West stated that OSS encourages:

· Software re-use

· Cooperation among programmers

· Better code quality and security

· Appropriate software review and testing

· Earlier discovery of “bugs”

· Exposure of poor design

· Reduction in acquisition costs

· Seamless integration

Barry West closed his presentation with a reference to a CIO magazine from a year ago that stated, "the bottom line is, those CIOs not using open source now will be in the next 12 to 24 months."

At FEMA, the OSS was chosen as best of breed software framework because: 1) it provided a secure architectural framework, 2) offered improved product performance and scalability, 3) encouraged communications among developers, 4) offered reusable code, and 5) shortened development time.  At FEMA, he had to implement mission critical systems, provide a best of breed software framework and eliminate disparate and stove-piped systems development. To address these and other issues, he implemented an OSS environment by 

· Providing flexible control layer through Apache framework, which supports all Intranet and Internet activity

· Delivering scalability via Linux to be able to address larger disaster preparedness requirement

· Adhering to Open Standards such as XML, Soap, UDDI, Apache web services engine, J2EE, etc.  

He stated that factors for his successful use of OSS were: near universal adaptability and acceptance, common architecture framework, cohesiveness, uniformity, lower cost, technology availability and the availability of many OSS support vendors. Plus he added that the OSS “…user groups are incredible – with quick responses that are sometime more accurate than under a vendor support call.”  Mr. West also mentioned, “Microsoft is okay with desktop, but everywhere else, Linux is in use.”  

Within FEMA some of the current uses of OSS (Linux, etc.) include:

· Disasterhelp.gov and Ready.gov

· Disaster management interoperability services (DMIS)

· National emergency management information system (NEMIS) for incident activity management, disaster declaration management and online disaster victim request

 TC "2.2.4 National Security Agency" \l3 2.2.4 National Security Agency – Security Enhanced Linux (SELinux) Developed by NSA Becomes Integral Security Component in Linux 2.6 Kernel.
In late 1990’s, The National Security Agency undertook a project designed to provide other federal agencies with a highly secure operating system environment. The decision was made early on to use Linux as the platform for this secure OS and they began the project that eventually became Security Enhanced Linux, or SELinux. This secure OS, SELinux, was developed as research prototype to address persistent problems with mainstream operating systems where discretionary access controls could not provide appropriate security.  SELinux was built based on 12 years of NSA’s OS security research and the application of NSA’s Flask security architecture. The key missing feature from the Linux OS was Mandatory Access Control (MAC) that allowed administratively set security policy to control over all processes and objects as well as make decisions based on all security relevant information.  SELinux addressed the above issues plus offered strong separation of security domains and separate databases based on confidentiality, integrity and purpose.  

SELinux limits damage from virus/worm, Trojan horse infection, inhibits virus propagation, eliminates most privilege elevation attacks, and constrains damage from undiscovered holes. 

The source code for SELinux was publicly released in 2000 to the OSS community and is now part of standard 2.6 Linux kernel as one of the key elements of security module.  According to Grant Wagner, Technical Director for NSA’s Secure Systems Research Office, SELinux “delivered direct user benefit and met real security needs.  In addition, the growing international user/developer community has made a real contribution back to NSA.  It’s has been a powerful technology transfer tool” for NSA.  (Source: Open Source and Government Conference 2004, March 16, 2004)
 TC "2.2.5 National Weather Service" \l3 2.2.5 National Weather Service – Improving Performance and Saving Money and Lives 
The Advanced Weather Interactive Processing System (AWIPS), used by forecasters throughout the country to issue weather warnings, advisories, alerts and forecasts switched to Linux from a proprietary Unix-based HP/UX platform. Since the switch to Linux, AWIPS costs have decreased by as much as 75 percent because the Linux requires lower and non-proprietary hardware and needs less maintenance.  Prior to becoming the CIO of FEMA, Barry West was the CIO at NWS and directed the switch to OSS Linux on an Intel platform. At the March 2004 conference he stated, "Our (National Weather Service) advanced lead time increased significantly for getting warnings out to the public and this saves money and lives." West said open source has been invaluable in its ability to expand rapidly to cover increased network demand during an emergency. 

He also mentioned that NWS documented a cost benefit ratio as 3 to 1 (i.e. benefits were 3 times the cost) by going to Linux, and that during Hurricane Isabelle the NWS handled a record 330 million Web hits using Linux-based Web servers.  Aside from increased efficiency, West says, Linux works with many different types of hardware environments. "We can run the same applications on a supercomputer and take it down to the workstation without recompiling," he says. You cannot do that with other operating systems.  Both the www.weather.gov Web site and the National Oceanic and Atmospheric Administration Web site run on OSS platform using Linux, Apache, PHP and other OSS solutions. 
 TC "2.2.6 U.S. Census Bureau" \l3 2.2.6 U.S. Census Bureau – Improving Citizen Services through OSS
The Census Bureau has not only realized cost savings and operational efficiency, they have also found OSS to be easier to use because it is stable, portable, and can be easily upgraded. The Census Bureau in-house developed systems that assist Americans in getting information are based on a series of OSS tools, including the LAMP suite of Open Source Tools (Linux, Apache, MySQL, Perl, PHP and Python programming languages). 

According to Lisa Wolfisch Nyman from the Census Bureau, OSS saves tax dollars at her agency with the use of a combination of Linux, Unix and SGI machines -- and even some Windows boxes. She described some operational benefits gained with these OSS systems, including avoiding procurement process delays, efficiency in purchase orders processing, contracts processing and management, among others. She also mentioned that accessing service and support has not been a problem (Sources: Newsforge Census Bureau: Open Source makes sense to deliver stats on the Web, Wednesday March 20, 2002. Also Managing Technology, More Agencies Pick Open Source Software, Government Executive Magazine, December 15, 2003).

 TC "2.2.7 National Aeronautics and Space Agency" \l3 2.2.7 National Aeronautics and Space Agency - NASA Developing An Open Source Option for its Software
There are significant numbers of successful open source projects at NASA that have received widespread publicity. In April 2003, NASA released an OSS study: In Developing An Open Source Option for NASA Software (by Patrick J. Moran, NASA Ames Research Center, M/S T27A-2, NASA Advanced Supercomputing - Technical Report NAS-03-009).  This study report identified three important benefits of OSS for NASA:

1. Improved software development, since access to software results in faster evolution of the software and faster resolution of problems;

2. Enhanced collaboration, in particular across organizational boundaries, supporting NASA’s mission to work with many other agencies, academia and industry;

3. More efficient and effective dissemination -- OSS coupled with Internet helps NASA meet its directive to provide widest practicable and appropriate dissemination of information concerning its activities and their results.

The April 2003 report concluded with a recommendation that “NASA develop an Open Source option for software developed within the agency” for some but not all NASA-developed software. The report also detailed the rationale behind the author’s recommendations, reviewed leading OSS licenses, addressed a series of issues related to Open Source distribution of NASA software and outlined a series of next steps.

Use of Open Source also has expanded in other areas. NASA Information Power Grid project is using the Globus Toolkit as a basis for the NASA Information Power Grid (IPG). The Globus project is one of the 11 open source collaborations sponsored by DOE that are described later in the DOE highlight and in Appendix D. The IPG joins supercomputers and storage devices owned by diverse participating organizations into a single, seamless computing environment.  According to the Globus web site “IPG will help NASA scientists collaborate to solve important problems facing the world in the 21st century. Just as the web makes information anywhere available everywhere, the IPG will someday give researchers and engineers around the country access to distant supercomputing resources and data repositories whenever they need them.”

NASA is now taking the next step in their Open Source strategy: the agency has developed the NASA Open Source Agreement (NOSA) that will govern the release of NASA’s OSS.  This license agreement has been submitted to the Open Source Initiative (OSI) for certification. 

One of the primary objectives of NASA’s NOSA open source license is to ensure that the software is available to the community and that any improvements made to the software are contributed back to the community, including the NASA project team that manages the software.

NASA’s external software release policy, originally designed in 1997, mandates that all software developed by or for the agency go through a technology reporting process. Before any NASA software is released, it has to be evaluated to determine the government rights, suitability for copyright or patent protection, technology transfer potential, and export control requirements. Following this evaluation, the appropriate method of release is determined in consultation with the project team that is responsible for the software. External release may include copyright or patent protection if the software will be licensed to industry for purposes of commercialization.

 TC "2.2.8 U.S. Naval Oceanographic Office (NAVO)" \l3 2.2.8 U.S. Naval Oceanographic Office (NAVO) – Research Study Identifies a Series of OSS Successes 
In November 2003, The Commander, Naval Meteorology and Oceanography Command (CNMOC) and OSSI executed a Cooperative Research And Development Agreement (NCRADA-01-008) to perform a study to assess the current use of open source software at NAVO and to identify additional opportunities for further implementation of open source software within NAVO’s computing environment. NAVO possesses leading edge technical and science skills for the application of Information Technology (IT) to the processing of oceanographic data over multiple scientific domains. NAVO produces numerous information products supporting U.S. Navy operations, the Department of Defense, and various commercial, national, and international customers. These NAVO capabilities are critical to developing and maintaining the highest quality oceanographic products for the Navy fleet. NAVO also maintains an extensive library of state-of-the-art scientific application software.

The Research study findings included:

· There is already extensive use of open-source within NAVO’s existing computing infrastructure. 

· Open-source was initially adopted on a limited basis without a formal policy directive or strategy for implementing open-source. 

· Key successes in the ISS60, UNISIPS, Network Attached Storage Servers and QA/Monitoring workstation migrations to open-source.

· Key lessons learned from these deployments in migration, training, reliability, security, and financial areas.

 TC "2.2.9 U.S. Department of Energy" \l3 2.2.9 U.S. Department of Energy – Sponsoring Open Source Development Projects and Harnessing the Power of Linux and Globus for Supercomputing
DOE is sponsoring 11 Open Source Software development projects according to a 2003 report. Some of the key projects included in this report were:

· Globus - The Globus Project is developing fundamental technologies needed to build computational grids. Grids are persistent environments that enable software applications to integrate instruments, displays, computational and information resources that are managed by diverse organizations in widespread locations. Much of the Globus work takes place at Argonne National Laboratories. (Copyright of University of Chicago and University of Southern California). The technologies can be licensed under an “open source” license but are not in OSI’s list of approved licenses.
· MeshTV - MeshTV is an interactive graphical analysis tool for visualizing and analyzing data on two- and three-dimensional (2D, 3D) meshes. It is a general-purpose tool that handles many different mesh types, provides different ways of viewing the data, and is virtually hardware/vendor independent while providing graphics at the speed of the native graphics hardware.

The complete list of OSS projects being supported by DOE is in Appendix D.  

DOE is active in the development of the DOE Science Grid, which serves as a template for the kind of system that can enable partnerships between public institutions and private companies aimed at creating new products and technologies for business. The effort is collaboration between IBM’s high performance computing group and DOE’s National Energy Research Scientific Computing Center (NERSC), which will empower researchers to tackle scientific challenges beyond the capability of existing computers. The Grid will give scientists around the country access to far-flung supercomputers and data storage in the same way that an electrical Grid provides consumers with access to widely dispersed power-generating resources.

Since 2002, there have been a number of additional Grid announcements. Just recently (March 2004), IBM and several leading universities announced the application of Grid computing to solve complex health care and environmental research problems. In particular, the University of Oregon, Electrical Geodesics, Inc. (EGI), and IBM announced a new project that uses Grid computing, Linux and IBM supercomputer technology to speed and improve the diagnosis of Epilepsy, stroke and depression. Prior to this, the University completed the ICONIC Grid, (Integrated Cognitive Neuroscience, Informatics, and Computation) which features IBM servers running Linux, IBM application server and the open source Globus Toolkit.    
The Emerging Grids deliver geographically distributed organization platforms to share applications, data and computing resources. An emerging model of computing Grids are built with clusters of servers joined together over the Internet, using protocols provided by the Globus open source community and other open technologies, including Linux (R).  The Globus Alliance is playing an important role in defining specifications for Open Grid Services Architecture (OGSA), an integral part of Globus Toolkit that includes software services and resources for full-scale implementation of OGSA. It was noted that Grid computing using the open source Globus Toolkit would improve access to patient data, improve patient security and enhance accountability. The Globus alliance will also study neuroinformatics potentials for using Grid and Linux-based systems to speed and improve brain wave monitoring at hospitals and research centers.

 TC "2.2.10 Defense Advanced Research Projects Agency (DARPA)" \l3 2.2.10 Defense Advanced Research Projects Agency (DARPA) - Supporting and Funding Multiple Open Source Projects – some are vital to the national security of the United States as well as to the future of the Internet. 

DARPA is also encouraging vendors to release the software that they develop under contract with DARPA to the public under open source licenses. Some of the leading OSS projects include: GForge, Cougaar, Semantic Web, and others.  

· GForge is a collaborative software development tool that allows developers to organize and manage any number of software development projects. GForge, which is licensed under the GPL license, is an open source version of the software that powers the SourceForge site.  There are at least 93 websites using GForge around the world, including several US government agencies; they are: DARPA (cougaar.org, semwebcentral.org), NASA Goddard Space Flight Center, NOAA, National Science Digital Library and Philips.

· The Cognitive Agent Architecture (Cougaar) is a Java-based architecture for the construction of large-scale distributed agent-based applications. This began as an open source research program and has been in development for more than eight years. Cougaar has led DARPA to develop it’s own form of OSS license called ‘Cougaar Open Source License’ (COSL) which is a modified version of the OSI approved BSD License.  

One of the other key OSS efforts is the Composable High Assurance Trusted Systems (CHATS) program designed to protect computer systems from constant attack.  CHATS and other related technology initiatives will be developed in concert with the unclassified open source operating system development community and will have broad applicability to many programs within DARPA and the DoD. These trusted operating system capabilities would be created by engaging the open source development community in the development of security functionality for existing open source operating systems. Additionally, DARPA will engage the open source community in a consortium-based approach to create a "neutral", secure operating system architecture framework. This security architecture framework will then be used to develop techniques for composing OS capabilities to support both servers and clients in the increasingly network-centric communications fabric of the DoD. These technologies are critical for defensive information warfare capabilities and are needed to ensure that DoD systems of the future are protected from immanent attack.
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In May 2004 Center for Medicare and Medicaid Services announced it has awarded a $100,000 grant to the American Academy of Family Physicians to develop a low-cost, standardized and open-source electronic medical record system. The grant will help the AAFP to develop, implement and evaluate a pilot project that provides EMR systems for several medical practices (CMS press release, 5/28).

According to the CMS press release: “The project represents a step toward HHS Secretary Tommy G. Thompson’s goal of promoting the use of electronic health records in order to improve the quality of care provided to Americans. President Bush last month established a national goal of assuring that most Americans have electronic health records within 10 years. Secretary Thompson is pushing to speed up efforts to establish a national, interoperable health information infrastructure that would allow quick, reliable and secure access to information needed for patient care, while protecting patient privacy.

"Health information technology promises huge benefits for all Americans, including higher quality care at lower costs," Secretary Thompson said. "We’re moving aggressively on many fronts to harness the power of health information technology to improve health care in this country. This new pilot project represents a step forward as we encourage the adoption of electronic medical records."

"This project is an opportunity for CMS to further its objective of improving the quality and efficiency of health care services provided to Medicare beneficiaries by promoting the adoption of EHR and information technology in small and medium-sized ambulatory care practices," McClellan said.

The grant will assist AAFP to plan, implement and evaluate a pilot project in which the participating medical practices will adopt low-cost, standards-based electronic health records. AAFP will support and monitor the transition to electronic health records in these practices, to learn more about what factors facilitate or hinder practices’ smooth adoption of the technology.

"This grant will help support technological changes to enable family practice doctors to participate fully in a more modern and efficient health care system," Dr. McClellan said. "Our support of the AAFP initiative is an important part of the Department of Health and Human Services’ broader program to promote the use of information technology to update our health care system and organize it around the best interests of patient care."

“In addition to these efforts, CMS is trying to lower the barriers, both financial and regulatory, to the dissemination of health information technologies. For example, CMS is investing in making the Department of Veterans Affairs' (VA) electronic health record (EHR) and health information technology system, known as VistA, available as a low-cost EHR option for non-VA physicians, and has recently announced a new exception to the Stark regulations for Community-wide Health Information Systems. In all, the AAFP grant represents a commitment by CMS to AAFP’s important project, and to the broader goal of improving the quality and efficiency of healthcare delivery.”
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The above-listed examples of federal government OSS activities represent just some of the most prominent uses of OSS that have implications for any healthcare organization's future consideration regarding Open Source Software.  There are strong indications that there are thousands of other successful adoptions and deployments of various OSS tools throughout all elements of the federal government.  Here is one ‘under the radar’ example of financial savings shared on an Internet discussion board when researchers of this Report were responding to a query from a Workforce Connections development about a reference to the use of JBOSS in DOL.

· U.S. Department of Labor Saves Money through OSS - "Just thought you'd like to know that the United States Department of Labor's Office of the Chief Financial Officer uses JBoss to process about $3.0M worth of financial transactions yearly in one application alone. There are several other legacy applications scheduled for migration. By using JBoss, we've saved the taxpayers about $100,000 in BEA Weblogic licensing fees and about $10,000 in annual support fees". - Michael R. Maraya, DOL/ OCFO/OFD/DFAD base. 

Further examples of federal government adoptions as reported by the Setal Foundation and as identified during research for this report include: 

· U.S. Department of Homeland Security, WhiteHouse.gov and DoD.gov Prefer Open Source - The United States Department of Homeland Security changed its Intranet and Internet servers over to Oracle running on Linux in January 2003, from Windows 2000, stating that its security is preferable to that of commercial software. The White House Web site runs on Linux using Apache, while the DoD Web site runs Netscape-Enterprise/4.1 on Linux.
· U.S. Navy Moves From Unix To Linux, Saves Massive Costs - The US Navy recently replaced proprietary UNIX servers with Linux on some of its ships. The replacement of proprietary hardware and software with Intel and Linux has already resulted in a 10-to-1 cost reduction. In addition, the Navy Web site runs Apache and OpenSSL. 
· Note – the OpenSSL Web site states: “The OpenSSL Project is a collaborative effort to develop a robust, commercial-grade, full-featured, and Open Source toolkit implementing the Secure Sockets Layer (SSL v2/v3) and Transport Layer Security (TLS v1) protocols as well as a full-strength general purpose cryptography library. The project is managed by a worldwide community of volunteers that use the Internet to communicate, plan, and develop the OpenSSL toolkit and its related documentation. Why buy an SSL toolkit as a black-box when you can get an open one for free?” 
· Leading Government Search Engines are driven by OSS (Linux, Apache, OpenSSL)- The search function at www.firstgov.gov is running Apache, OpenSSL-on Solaris 8 and the NTIS (National Technical Information Service) web site is running Apache on Linux.  
· U.S. Patent and Trademark Office (USPTO) -- has made a decision to base the technologies used in their Systems Development and Integration (SDI) contract on open source technologies, primarily Linux, J2EE/JAVA, XML, and a Service Orientated Architecture (SOA). USPTO will be releasing a Request for Proposal in July and the key requirement is that the SDI projects be developed using Open platform. This RFP is a follow on to their Systems Development and Maintenance (SDM) contract, which included expenditures of $43 million. This is one of the first times a federal government agency has launched such a major initiative based on open source technologies. During briefings regarding their RFP, USPTO detailed the great success it has had with open source technologies. Some of the successful open source applications include the Electronic Filing System (EFS), the Job Application Rating System (JARS), and the Patent Enterprise Application Integration (PEAI) project. USPTO is ready for the next generation projects based on previously used open source technologies. 
· HHS has also developed vital Web based public health and surveillance solutions on public domain software. The Epi-X is the Centers for Disease Control and Prevention's web-based communications solution for public health professionals.  Epi-X is based on Epi Info™ a public domain software package designed for public health practitioners, which provides for easy form and database construction, data entry, and analysis with epidemiological statistics, maps, and graphs. 
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At the March 2004 Open Source in Government Conference, a new consortium of State Governments was announced, Government Open Code Consortium (GOCC). This consortium is led by the State of Massachusetts and its objective is to share the code developed by the members of the consortium. To-date, Kansas and Delaware states have joined this consortium and the membership is increasing. The CIO office of the State of Massachusetts is serving as a central site. They have developed some information about various licenses, which will be used by the consortium. 

Mr. Barry West, a presenter at the same conference in Washington D C, has served in prominent I.T. leadership roles at the Census Bureau, National Weather Service, and now at the Department of Homeland Security’s FEMA as CIO.  It is evident that his career advancement has been based on solid successes in using technology prudently and wisely to save lives and money, and in particular, the broad adoption and deployment of OSS to achieve significant cost reductions, efficiencies and other benefits to solve critical problems facing three federal agencies over the past 10 years.  At the March conference, his suggestions for moving a federal agency to OSS included:

· Building a solid business case

· Finding a champion – who will take a risk on new approaches

· Providing internal education and extensive communications

· Defining a clear focus on the costs and benefits

· Focusing on effective change management

· Using an internal technology review board
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Many European Governments have adopted Open source solutions to lower the cost of technology and make it affordable to common citizens of the country. Appendix E includes more detailed description of international effort in OSS.

In conclusion, based on the data highlights included here and related research, there are significant indicators that the use of OSS is widespread and rapidly growing throughout all branches of the United States government. It is also generally accepted that OSS will save money, improve security, avoid vendor lock-in, enhance eGovernment and deliver many other benefits.
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Growth in the use of OSS in health care has been slower than industries such as finance, telecommunications, entertainment and others. In 2002, the strategy initiative for VHA identified Open Source Software in health care as an “under the radar” emerging information technology trend that would continue to grow as the use of Open Source Software gained market share across most major computing areas.  2004 will be seen as the landmark year where OSS will hit the radar screens of healthcare organizations.  The previous White Paper ‘Open Source Software (OSS) Analysis: Profile of Increasing Use and the Opportunity in Information Technology and the Health Care Enterprise’ (June 2002) highlighted a number of health care open source software development projects. This Paper includes the findings on current OSS projects in healthcare.  

Significant growth is now occurring in both the use and the development of OSS applications: Linux, mySQL, Apache, openSSL etc. There is significant growth in international networks of health care programmers organized around an increasing number of health care OSS initiatives to build and evolve open source software.  These efforts range from Open Source VistA led by the not-for-profit, 501C3, WorldVistA organization to BLOX, an initiative whose purpose is to develop an OS quantitative medical imaging and visualization program for use on brain with sponsorship by the Kennedy Krieger Institute and the Johns Hopkins University, Psychiatric Neuroimaging Lab.
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As part of this research effort, extensive searches were conducted with various health and medical search strings including SourceForge.net, a central location for OSS development projects of all types. This research was augmented with scans of several other lists such as the OSS projects posted at LinuxMedNews.com and several other Web sites.  The research and scans uncovered over 300 international Open Source Software development initiatives in health care.  The result of this effort has been culminated in Appendix C, which is a partial listing of health care OSS development projects supported by networks of developers from around the world. Some of the key examples are listed below: 

· OSCAR -- Open Source Clinical Application Resource is an open source web-based electronic patient record system for delivery of evidence resources at the point of care. Existing modules include office automation, electronic patient record, and decision support tools. The software was developed by the Department of Family Medicine at McMaster University, Hamilton, Ontario, Canada by Dr. David Chan. The system is being tested in Canada as an online reference tool to improve critical diagnostic and therapeutic decisions. It has been deployed at several Canadian community health centers and the Vancouver Coastal Health Authority is financially supporting the project. It is available under the GPL license.

· Vista Software Alliance - VSA is a non-profit organization that promotes VistA as an electronic health record and healthcare IT solution that improve quality, lower costs and improve patient safety within the healthcare industry.  The VSA and its members are committed to supporting achievement of the National Health Information Infrastructure in the United States by encouraging the adoption and use of VistA, a proven health information technology. The two primary goals of the VSA are: 1) To harness the resources of the members to promote and facilitate adoption of VistA and 2) To provide a neutral buffer organization that can work with the Department of Veterans Affairs (VA), Centers for Medicare and Medicaid Services (CMS) and other federal, state, or local government agencies, to promote and facilitate adoption of the VistA Office EHR.  The member organizations are the leading VistA implementation and support organizations and include Hewlett-Packard, Oleen Healthcare Information Management, Medsphere System Corporation, InterSystems Corporation, Document Storage Systems, Perot Systems, Sea Island Systems and others.

· WorldVistA -- supports the global VistA community and was formed to use VistA as an open source solution to focus on making healthcare information technology more affordable and more widely available internationally. WorldVistA extends and improves VistA for use outside its original setting through such activities as developing packages for pediatrics, obstetrics, and other hospital services not used in veterans' hospitals. WorldVistA also helps guide those who choose to adopt VistA and attempt to successfully install the product, master it, and maintain their system. Open Source VistA is the development and evolution of an emerging standard deployment of VistA that runs on an open source platform such as the GT.M programming environment and Linux operating system, and it is free of license fees. 
· jEngine - The purpose of this project is to build a world class open source Enterprise integration engine. Users of JEngine include healthcare systems/hospitals using HL7 interface engine, and integration of HL7 with EMR and Practice Management Systems. 

· myPACS - This is a web-based medical image content management system. Its mission is to help clinicians share knowledge through the use of content management technology. This service is funded in part by a Small Business Innovative Research grant from the National Institute of Mental Health of National Institutes of Health. It facilitates uploading of images and patient data from a web-browser, which can then be viewed in two different sizes of thumbnails. It doesn't support the DICOM standard, but it can be useful where images are accessible in ordinary image file formats such as JPG e.g., viewing of a digitized image by a scanner or a frame grabber or downloaded from the Net.
· Open Infrastructure for Outcomes -- OIO, a shared and free infrastructure that supports the creation of web-forms as plug-and-play modules for medical information systems with integrated statistical reports generation. These forms can be weaved together into sophisticated applications through user-composable workflows and schedules. The ultimate goal of this project is to facilitate pooling of expertise, create assessment instruments, and perform data management, training, and quality assurance. This also offers reporting tools to reduce the cost of customization and maintenance of medical information systems and outcome assessments.  This project is led by Andrew P. Ho, M.D. Assistant clinical professor in the department of Psychiatry, Harbor-UCLA Medical Center; (aho@ucla.edu).
· NHLBI Palm OS Applications - The U.S. National Heart, Lung and Blood Institute of National Institutes of Health is creating a series of Palm OS applications and treatment guidelines and releasing them into the public domain. Initial applications include: 1) Clinical Guidelines on Overweight and Obesity in Adults, 2) Asthma Treatment Guidelines, and 3) a BMI calculator.  The software is released as public domain software.
· CARE2X -- is software for hospitals and health care organizations to integrate existing information systems into one single efficient system. Its objective is to solve commonly found problems in a network of multiple programs incompatible with each other. It is designed to integrate almost any type of services, systems, departments, clinics, processes, data, and communications that exist in a hospital. Its design also allows it to handle non-medical services or functions such as security, maintenance, etc. It uses a standard SQL database format for storing and retrieving data; it is modular and highly scalable. It can be web-based so it can be accessed by any browser running on any operating system and does not require special user interfaces. CARE2X has won several awards including the 2003 Linux Medical News Achievement Award, and PHP architect 2003 grant award. It is available under the GPL license.

· National Health Card Project of Brazil (NHCP) -- begun in 1999 by the government of Brazil to create a national patient identification and information system. The goal of this project is to collect information on patient treatments and ultimately aggregate it into a national repository of health records. In order to ensure its interoperability with all existing health systems, it was developed using a smartcard with Java and XML software running on HTTP (web server). A pilot was carried out in 44 cities in 11 states covering 13 million people (out of a total population of 180 million). The pilot was successful and in early 2003 the project began a rollout to a total of over 500 cities that will cover more than 100 million patients. As a result of this project, health managers now have an accurate and reliable source of health information all the way down to municipalities. The information, which can be obtained and mapped with the click of a button, includes data on prescribed drugs, exams, epidemiological control, disease tracking, fraud detection, and auditing. The application was written to run in remote localities that lack reliable electricity or telephone service. In parallel with the pilot project, 80 million people have been uniquely identified in the NHCP database and interoperability with external systems and vendors is operational through XML documents. The project won Sun Microsystem's annual Duke Choice Award for Java applications at the 2003 JavaOne conference. 
· BLOX: quantitative medical imaging and visualization program - The purpose of the project is to develop a quantitative medical imaging and visualization program for use on brain MR, DTI and MRS data. It is a joint project of the Kennedy Krieger Institute and the Johns Hopkins University, Psychiatric Neuroimaging Lab.

Appendix C provides a summary of additional healthcare OSS projects.
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1. OSS in Health Care News - McKesson Corp - the world's largest seller of health care management products and services, announced that it had switched to Linux for its "most important customer-facing application" according to its Chief Information Officer William Rachmiel. He said, McKesson, which used the application to sell products and services to hospitals and pharmacists, "saw a performance boost and lower costs" by making the switch from its old servers, which used proprietary software made by Sun Microsystems Inc.  The statement was made during a March 2004 Open Source Business Conference at session entitled “Ready For Prime-Time? CIOs Discuss the Business Value of Open Source”  
2. OSS in Health Care – A Top I.T. Trend!  OSS gained significant visibility when Healthcare Informatics declared OSS as one of the 9 Tech Trends for 2004 in the article – ‘Inroads in the Right Places - Open Source.’  The key growth factors noted in the article include: 

· IBM’s support of Linux --  $100M + contributions to the OSS alliance Ellipse.org and IBM’s recent announcement that all IBM internal desktops would migrate from Windows to Linux in the next year. IBM also makes software that runs on Linux, and operates a portal focused on open source developers.

· Significant market announcements -- including Novell Inc.’s acquisition of SuSE Linux, Nuremberg, Germany (for $210 million) and the desktop Linux maker Ximian. Those deals prompted IBM to invest $50 million in Novell to help it develop Linux-related products and projects. 

· Growth of Linux -- on the desktop in Europe and Asia with the United States deployments ramping up.

· Viability of OSS -- due to the growing support and service market and other resources including www.sourceforge.com and www.freshmeat.net.

Some health care examples cited in the article included:

· Open Paradigms L.L.C., South Fulton, Tenn. -- developer of Torch2, an open source electronic health record and practice management application. 

· The Pacific Telehealth & Technology Hui, Honolulu -- used VistA to create an electronic health information system that is freely available on the Web. Private vendors used this version of VistA as the basis for EMRs in Minnesota, Oregon and elsewhere (see "Our National Health Record" in the November 2003 issue, page 28). 

· UCLA Medical Center, Los Angeles – a large non-government user of open source, whose clinical system runs on a Linux-based OS from CliniComp International, San Diego, operates on open source-based Apache servers.  

· Capital Cardiology Associates (CCA), Albany, N.Y. -- uses an online EMR called “escribe”, which was developed by Lille Corp., an entire Linux-based, thin-client system using eight open source programs. CCA treats 40,000 patients a year while handling 30,000 diagnostic procedures. Lille's Rosen found a fellow Linux believer in CEO Dr. Martin Echt, a longtime Unix fan, who wanted a new IT system that would connect CCA's seven hospitals and 18 locations cost-effectively. 

· Medical societies try open source.  The Waltham, Mass.-based Massachusetts Medical Society, the country's oldest, along with the Healthcare Information and Management Systems Society, Chicago, and ASTM International, West Conshohocken, Pa. Is developing an open source-based continuity of care record (CCR). CCR is a snap shot of a patient’s record, which is shared among physicians treating that patient. This project has obtained support from American Academy of Pediatrics, American College of Physicians, American Academy of Family Physicians (AAFP); Siemens, Malvern, Pa.; and even Microsoft. 

· American Academy of Family Physicians (AAFP) is leading an open source pilot project using MedPlexus' Java and XML-based health record in 18 family practices. The article included the following quote on the status of OSS by Dr. David Kibbe, MD, CIO of the AAFP effort "Open source applications are making their way into healthcare, especially Linux, and many hospitals and clinics are using it". It's "a lot less revolutionary than it used to be. There's now a good business case to be made for using it in many situations" Kibbe says. 

3. OSS in Health Care – Getting Visibility at Conferences!  Finally, OSS is getting visibility at major health care technology programs. At HIMSS 2004, there were five OSS related sessions ranging from a couple from the Military Health System (Military Health System Information Management and Technology Direction: Now and Into the Future and Creating an Electronic Medical Record that Supports a Military Medical Workforce) to OSS for network management and international developments.  2004 was also the first year that TEPR 2004 held a dedicated Open Source Software track dedicated to exploring successful deployments of OSS within medical practices and hospitals.
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Doug Heintzman, from IBM, in his paper “The role of open computing, open standards and open source in public sector” describes goals of Openness, which are applicable to healthcare market as well. He indicates that the goals of "Openness" include:

· Ensuring flexibility,

· Ensuring interoperability,

· Avoiding vendor lock-in,

· Avoiding imposing technology decisions on the citizenry,

· Driving cost effectiveness,

· Ensuring future access to information,

· Ensuring a level playing field for competition,

· Maximizing freedom of action.
Heintzman says that most major companies and governments have embraced the concept of open computing. They purchase IT goods and services from a variety of vendors and expect the technologies to work together. They wish to have the flexibility to deploy hardware and software in a specific way in order to address specific business problems. They do not wish to be subjected to the priorities and schedules of any particular vendor. Open computing provides them with a way to treat technology components as discrete modules that can be mixed and matched. 

Health care institutions are catching on to adoption of OSS. The rationale for OSS in healthcare, in addition to the above-mentioned goals, includes support of the global public/private healthcare community by making tools available that are not based on proprietary solutions wherever appropriate.  
Given the emerging trend in OSS, increasing cost of commercial software and limited funding available to health care institutions, all healthcare organizations need to evaluate OSS solutions and related benefits as part of their information technology strategy. The evaluation should be based on:

· Significantly lower and quantifiable Total Cost of Ownership (TCO) - when comparing Open Source Software against proprietary vendor solutions in key software product categories. 
· Enhanced security and interoperability (e.g., meeting HIPAA, emerging CHI and NHII standards) – relative to many proprietary software applications and frameworks.
· Growing weight of global public and private support around Open Source Software products and solutions – including collaborative organizations like Open Source Development Labs, WorldVistA, Free Software Foundation, and the Open Source Health Care Alliance.
· Extensive growth in OSS availability, and functionality in areas including – servers, middleware, development tools and now the desktop.

· Rapidly growing OSS implementations and success stories in government and healthcare – federal, state, and local governments and in the private health care sector. 

· Evolving federal trends, mandates, and executive recommendation – e.g., DOD OSS policy, the President’s Information Technology Advisory Council – 2000, Consolidated Health Informatics efforts, Technology Transfer, the Presidential mandate of most Americans getting an electronic medical record in the next 10 years, and others.

· Demonstrable improvement in system performance and reliability – based on comparable workloads in a growing number of application areas.
· Reduction in ongoing staff support - i.e., manpower requirements to support fixes, patches, moves, adds, changes, etc.

Some additional resources that can assist in evaluating the qualitative and quantitative benefits of OSS in health care and other industry and government sectors include:

· ‘Why Open Source Software / Free Software (OSS/FS)? Look at the Numbers!’ This paper provides additional background and quantitative analysis of the growth of OSS. It was written by researcher David Wheeler, also the author of the "Secure Programming for Linux HOWTO” and several other documents. This document provides an extensive listing of quantitative data that indicates that, in many cases, using OSS is a reasonable or even superior approach to using their proprietary competition. The purpose of the paper is to illustrate the range of factors that should be considered when assessing and acquiring OSS.
· US: The Open Source Reference Book 2004  -- includes what Local/National Governments, the Defense Establishment, and The Global 1000 Need To Know About Open Source Software. 
· Six Barriers to Open Source Adoption – includes significant barriers that still need to be overcome for broad acceptance of open source across enterprises. 
 TC "3.2 VistA Market Update -- Summary" \l2 3.2 VistA Market Update -- A Case Study

 TC "3.2.1 The Need for Health Information Technology (HIT)" \l3 3.2.1 The Need for Health Information Technology (HIT)

Advanced care management HIT systems, including Computerized Physician Order Entry (CPOE) and electronic health record, are no longer optional if  healthcare institutions are to survive in the competitive market and provide requisite quality of care to their patients. Political and social shifts are bringing new focus on something that was introduced in 1991 by the Institutes of Medicine in their publication “The Computer-Based Patient Record: Essential Technology For Healthcare.” Definition of Computer-Based Patient Record has evolved over the years to electronic medical record and now referred as Electronic Health record with a future direction towards electronic personal health record. Electronic Health/Medical Record is a concept and is multi-step process, which is achieved by implementing multiple systems and connecting them together to create a common environment for caregivers. The connecting of multiple systems has been challenging. Private sector health care organizations have been spending billions of dollars each year on information technology but very few have an electronic medical record and none of the commercial vendors offer a true integrated medical information system that can provide a user-friendly system nor do they offer products that are affordable by many institutions.

VistA is a comprehensive integrated system, which provides the platform to create an electronic medical record, CPOE and clinical care management. It is currently being used by many clinicians and is well accepted within the VA and a number of other organizations. VistA is a proven product and can be readily adapted for use in private, acute care, ambulatory, non-VA public and international settings.
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It has been operating in over 170 VA hospitals, 850 outpatient clinics, and 130 nursing homes across the country. It is also being used by a number of other healthcare organizations in the United States and internationally. VistA, as a comprehensive clinically focused health information technology system has been released to non-VA users under the Freedom Of Information Act (FOIA), where institutions can obtain a copy of such comprehensive clinical system with mere cost of packaging and shipping.  
There have been thousands of downloads of VistA from both the VA and non-VA web sites that post copies of the software. These installations have been recorded in over a half a dozen countries. Here are some highlights regarding VistA deployments outside of VA:

· VistA & Indian Health Service (IHS)—VHA and IHS have a longstanding tradition of health IT sharing over the past two decades. IHS’ health information system, RPMS, is based on the VistA system and is installed in their healthcare facilities across the country.  
· Presbyterian Health Service, Albuquerque, NM --- has installed RPMS to support their health care services. The RPMS system interfaces with commercial ancillary systems.

· Health & Human Services’s HRSA —is exploring how VistA could be deployed in primary health care clinics throughout the country to support cost effective, clinical excellence care.  The framework of a pilot, referred to as VistA Office EHR, is being developed.

· VistA & American Samoa—Working with the Honolulu VAMC, OI staff provided limited technical assistance to the American Samoan government over the past year as they successfully implemented the VistA system in their LBJ Tropical Medicine Hospital.

· VistA & State Government Health Departments—OI staff have received numerous calls from state government representatives expressing an interest in possibly acquiring and using the VistA/CPRS system. 

· Washington State—has implemented and been successful in using VistA at three facilities over the past decade, (Western State Hospital, Tacoma, Child Study & Treatment Center, Tacoma. and Eastern State Hospital, Spokane).

· West Virginia--- the Bureau of Behavioral Health and Health Facilities is conducting a feasibility study to implement VistA in its seven health facilities. 

· VistA & State Veterans Homes— VA staff has been working with representatives from over 130 State Veterans Homes on several initiatives: 

· VistA Implementations— Oklahoma veterans’ home and medical centers are in the process of implementing VistA/CPRS in seven of their health care facilities. 

· CPRS Read Only—Over 60 State Veterans Homes have obtained CPRS Read-Only access to date.

· VistA & Private Sector— Some private sector health care systems are exploring possibility of implementing VistA for their patient care services; a couple of physician practice offices have implemented VistA to support their clinic operations. 
· VistA & International Healthcare Communities—A number of countries have either implemented VistA or have expressed an interest in possibly acquiring and implementing the system. These include: Finland, Egypt, Germany, Mexico, and others. 
 TC "3.2.3 The VistA Market External to VHA" \l3 3.2.3 Variations of VistA and Related Organizations 

Variations of VistA

There are currently six major branches of VistA external to VHA throughout the world including:

· Freedom Of Information Act (FOIA) release of VistA, 

· Composite Health Care System (CHCS) used in DoD facilities, 

· Indian Health Services RPMS system and its implementation at Presbyterian Health Services in Albuquerque, NM, 

· OpenVistA/OpenSourceVistA—as being developed by WorldVistA, Pacific Hui, Medsphere Systems Corporation, Oleen Health Information Management, Inc. and others

· VistA variations- United States - customized by US Public Health Service, UC Davis Veterinary School, DC Public Health, private doctor clinics and others.

· VistA variations – International – customized by Finland, Egypt, and others.

Organizations Supporting VistA

VistA Software Alliance - VSA is a non-profit organization whose purpose is to promote VistA as a healthcare IT solution that would improve quality, lower costs and improve patient safety.  The organization and its members are committed to supporting the National Health Information Infrastructure in the United States through the intelligent use of proven health information technology in the form of VistA. The two primary goals of the VSA are:

· To harness the resources of the members to promote and facilitate adoption of VistA

· To provide a neutral buffer organization that can work with the Department of Veterans Affairs (VA), Centers for Medicare and Medicaid Services (CMS) and other federal, state, or local government agencies, to promote and facilitate adoption of VistA and support it on an on-going basis

The VSA is formed to allow collaboration between government and private businesses to facilitate the implementation of VistA within healthcare organizations outside of the VA.  The VSA provides the neutral buffer organization so that the government can encourage a broad base of industry investment and can refer parties interested in VistA to the VSA without any one company being favored. VSA members will provide VistA support, maintenance, development, and implementation services in both public and private sectors.
The founding members of VSA are the leading VistA implementation and support organizations.  They include Hewlett-Packard, Oleen Healthcare Information Management, Medsphere Systems Corporation, InterSystems Corporation, Document Storage Systems, Perot Systems, Sea Island Systems and others.
The VSA will further the nation’s goals of rolling out electronic health records across the country within ten years.  VistA is the finest electronic health record ever developed, and probably the best healthcare information system in the world that is accessible to every healthcare organization, from small medical practices to large acute care hospitals.  The VSA will promote this affordable EHR and allow more healthcare organizations to realize the benefits of electronic health records: lower costs, improved quality and patient safety. The VSA shares the goals of the VA and HHS-CMS, which are to allow private sector healthcare organizations to adopt VistA and to realize the cost and quality benefits of EHRs.
WorldVistA is a non-profit organization focused on the growth and evolution of VistA internationally to support affordable, high quality health care.  WorldVistA is focusing on VistA as essentially an OSS release with the ability to run on an OSS stack as well as on a proprietary stack.  The WorldVistA objectives include: 1) reduction in the cost and time of installation, 2) provision of a viable service and support network for organizational users, 3) reduction of software forking, 4) functionality improvement appropriate to meet the user needs, 5) delivery of clinical management applications for public health/patient safety, and 6) the forum for a private-public collaborative for an international alliance.  WorldVistA is approximately three years old and is rapidly gaining additional support from the private sector and the international community. The members meet every quarter to share their progress and support further deployment of VistA throughout the world. 
Many other organizations in the public and private sectors are also involved with VistA. The following is a summary of some of these groups.

· Government Related – Federal, State, Local, and Tribal government organizations using VistA or similar health information systems. 

· Department of Veterans Affairs

· Department of Defense

· Indian Health Services

· State Veterans Homes

· State Health Departments

· District of Columbia

· Not for Profit, 

· VistA Software Alliance – an alliance of leading health information technology companies who support the implementation and operations of VistA in the public and private sectors.

· WorldVistA – (see above). 

· The Open Source Health Care Alliance (OSHCA) -- Another leading not-for-profit organization whose mission is to focus on fostering the growth and development of all forms of open source (software of all types, standards, etc) in health care. As a community, OSHCA operates online support forums, holds annual meetings and supports education on the use and development of OSS in health care. OSHCA is awaiting their tax exemption recognition from the IRS.  OSHCA mission is broader and complementary to WorldVistA. 

· Virtual – Free Support Network

· HardHats – a virtual community of professionals interested and active in the deployment of both VA VistA and OpenVistA. At present, HardHats has a very active mailing list that is the primary support and instructional mechanism for the installation, support, maintenance, and development of both VistA outside the VA and OpenVistA. It is also the primary source of news for the VistA community. 

· Fee for Service Network – For Profit Organizations

· Hewlett Packard (HP) – one of the major information technology vendors in the world that offers many products in information technology and medical technology for the health care market. They see a major potential for VistA in the non-VA market and are funding some degree of VistA development effort. They are involved in the implementation of VistA at Oklahoma State Homes and Rhode Island State Hospitals. 

· Oleen Healthcare Information Management – a healthcare information technology services company with extensive experience in “M” language, the development language of the current VistA product, and a strong track record of system implementations. 

· MedSphere Systems Corporation – a healthcare information technology company is the first commercial venture in migrating VistA to open platform. The company is funded by venture capital and has developed an alliance with HP for the implementation of VistA at Oklahoma State Homes. 

· Emerging Players – a few companies are building services around either the development of OpenVistA or on-going support and services for VistA.

· IBM– is a strong supporter of Open Source Software and is interested in offering services and/or support for VistA.  In a recent conversation with a WorldVistA board member, a senior executive from IBM offered initial contributions to WorldVistA in the form of “pro-bono collaboration and development support to insure the pedigree of the software” as a starting point in their relationship.

· InterSystems Corporation - has served the needs of IT organizations and independent software vendors for more than two decades. Their products include the Caché post-relational database and the Ensemble integration platform, which enable the rapid creation and fast integration of high-performance applications. 
· Sun Microsystems – a major Unix/Linux vendor that is interested in deploying Open VistA in the private sector and competing with HP for that business. 

· Northrop Grumman Corporation—whose medical division does significant business in healthcare, has expressed interest in OpenVistA implementations.

· Red Hat—one of the leading Linux distributors that is interested in becoming a distributor of OpenVistA.

· Novell—the leading Linux company with a large installed base in hospitals in the U.S. and other countries for their infrastructure products (Netware). Novell could play a major role in the implementation and support of OpenVistA infrastructure.

· Document Storage Systems – primarily offers middleware/interfaces to integrate non-VA products with VistA. Because of their intimate knowledge of the VistA system, they could be an important player in the world of VistA.

· Metro Computer Systems, Inc. – a small private services group that offers VistA implementation services. The group includes ex-VA employees with extensive knowledge of VistA and has implemented VistA in a private doctor’s office in North Carolina.

· SAIC – a Fortune 500 company providing information technology solutions to private and public sectors.SAIC helped DoD develop and implement Composite Health Care System (CHCS). This system was based on an older version of the VistA system. 

· EDS – a major information services player in public and private sectors, provides support in development and maintenance of the VistA system for VA.
· Daou Systems, Inc. provides professional IT consulting and management services to healthcare organizations in the design, deployment, integration and support of infrastructure and application systems. 

· Others – there are numerous other consultants and small companies that offer a variety of services around VistA. Many of these companies are staffed by ex-VA employees with extensive experience with VistA. 

· International Implementations

VistA has been deployed in several countries such as Finland and Egypt. Many other countries are interested in deploying VistA, including Jordan, Mexico, and others. Egypt has been conducting a trial of VistA in four hospitals and has plans to expand its deployment.  
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The Case Studies highlighted here illustrate key aspects of the leadership, structure and strategies that have proven effective in supporting the development and ongoing evolution of complex Open Source Software (OSS) programs.

Development of Industrial, Enterprise Strength OSS - In 2004, Internet connected networks of volunteer and corporate contributed programmers have been able to successfully develop, evolve and support OSS programs that deliver advantages over proprietary solutions.  The demonstrated advantages of OSS have led numerous private and public sector entities make significant investments in the use of OSS and to contribute programming knowledge back to the service/support networks that are enabled by international Internet connectivity.

U.S. Government Agencies Develop and Lead Open Source Software Development – As indicated in Section 2.0 of this report, several leading Federal agencies – NASA, NSA, FEMA, DOL, NWS, DARPA, DOE and most likely others, are not only using OSS extensively, but in the case of five agencies, they are leading and facilitating the growth and refinement of complex OSS packages in collaboration with the private sector.  The reason -- collaboration with the private and international community saves money, generates better quality software, delivers flexibility, accelerates innovation and problem solving, reduces cycle time and avoids vendor lock-in.

· DOE is leading the development of eleven OSS worldwide initiatives.

· DOL was one of the first federal agencies to release a major new software application program as OSS under a General Public License.

· NASA is focused on developing OSS that supports its operations as well as releasing many of their software programs under OSS.  In addition, NASA has developed its own OSS license agreement geared to meet its needs.

· DoD established a policy on OSS and documented widespread use throughout the agency.

· HHS Center for Medicare and Medicaid Services has awarded a $100,000 grant to the American Academy of Family Physicians to develop low-cost, standardized and open-source electronic medical records. CMS is also investing in making the Veterans Administration’s EHR system (VistA) available as a low-cost EHR option for non-VA physicians.
· DARPA has supported, leveraged and collaborated with the Open Source community on a number of projects including the Composable High Assurance Trusted Systems (CHATS) program designed to protect computer systems from constant attack. 
· NSA leads development of SELinux with Public-Private Community of Interest in Secure Operating Systems.  
VistA as Open Source Software - VistA today is a creation of a network of programmers and users within VHA.  VistA is released by the VA to the world as FOIA public domain software and an open source version of VistA has been released by the Pacific Hui and is available on SourceForge. There have been thousands of FOIA requests directly to the VA, as well as downloads of OpenVistA from SourceForge. There is very little coordination between the different groups that are implementing VistA and the VA. The nation of Finland, for example, has developed its own variation of VistA over the past twenty years. At present, there are hundreds of ongoing deployments in the US and other countries. Prior to the emergence of VistA Software Alliance and WorldVistA, there was no proactive central coordinating mechanism for VistA implementations external to VA. As a result, divergent VistA software tracks, or forks of VistA, have emerged in both the public and private sectors. These divergent development paths have many negative consequences such as:
· Issues with interoperability 

· Lack of standards

· Issues with National defense relative to bio-terrorism

· Issues with Patient safety

· Issues related to sharing software and knowledge

· Challenges with quality of care delivery to veterans getting care in the private sector 

Based on Open Source Software development efforts of other Federal agencies, there seems to be an emerging business case for Federal agencies to take a more proactive leadership role in VistA community outside of the VA.  This section synthesizes the key characteristics from a series OSS development and growth case studies that could support the effective growth of the VistA community outside of the VA. Government agencies’ efforts combined with the observations from the following case studies could provide an effective background in determining the policy, structure and process for the potential consideration of the release and guidance of VistA or VistA Office EHR as a form of Open Source Software (OSS) solution for the public and private sectors. 
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Highlights - Open Source Development Labs (OSDL), founded in 2000, is a global consortium of IT industry leaders dedicated to accelerating the adoption of Linux in the enterprise. OSDL accomplishes its mission by offering enterprise-class testing and other technical support for the Linux development community, marshalling Linux-industry resources and offering practical guidance to Linux community.  Key features and facts include:

· The group operates under a Board of Directors, which includes senior executives from IBM, HP, Computer Associates, Novell, NEC, Azure Capital Partners, Fujitsu, NTT and Intel. 

· The membership is composed of the following organizations: Alcatel, BakBone, Beijing Software Testing Center, Cisco, Computer Associates, Co-Create, Dell, Ericsson, Force Computers, Fujitsu, HP, Hitachi, IBM, Intel, IP Telecom, LinuxCare, Miracle, Mitsubishi Electric, MontaVista Software, NEC, Valway, NetApp, Nokia, Novell, NTT, Portlock, NTT Data Intellink, Red Hat, Sun Microsystems, SuSE Linux AG, Timesys, Toshiba, Transmeta, Uniliver, Turbolinux, VA Software and Wind River.

· There are several levels of memberships with related responsibilities in their roles and funding support; OSDL has raised over $50 million from member companies.

· It operates with a tightly focused senior management team consisting of a President, Lab Director, Operations Director, Business Development Director and Marketing Director.

· They have clearly defined by-laws that govern the operation of the Lab and there is paid management staff to carry out the mission of the Lab.

· OSDL has provided tangible benefits to its member companies as well as to the community at large.

· Linus Torvalds, founder and de-facto leader of Linux now works out of OSDL. 

· OSDL supports a variety of activities surrounding the development and guidance of Linux including three major projects focusing on enterprise needs, which are:

· Carrier Grade Linux, which adds robust capabilities to Linux for its use as a standardized Telecommunications Operating System (TOS), 

· Data Center Linux whose purpose is to give Linux the capabilities of a robust data center operating system, and 

· Desktop Linux Initiative focused on greater use of Linux on desktops throughout the enterprise.

Web Resources:

· Open Source Development Labs - www.osdl.org 

· OSDL Developers Portal http://developer.osdl.org/
· Linus Torvalds Background Wired Magazine November 2003 http://www.wired.com/wired/archive/11.11/linus.html
OSDL Case Insights and Opportunities:
· Collaborative Software Model to Emulate - VistA developers and programmers could be leaders and participants of appropriate elements of VistA-OSS and thus could guide non-VA and/or outside programmers in developing code that is both useful to HHS, VA and other Federal agencies.

· Broad Industry Support – A not-for-profit entity that would be aligned with VA could model their industry relationships based on the success of OSDL.  This would include its organizational model including funding approach and use of best talent in the group.

· Successful Organizational Model Framework – Not for Profit Organization - OSDL is an effective model of a global alliance of very large enterprise organizations with diverse, but common interests.  This would serve as a model that could guide VistA as OSS evolution in the private sector in a way that is synergistic with National Health Information Infrastructure goals.
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Highlights – The Apache foundation started as a volunteer effort to improve an abandoned government software project. In 1995, the most popular web server engine was the National Center for Supercomputing Applications’ (NCSA) HTTP server. By that time, however, the NCSA had ceased further development of the HTTP server, so a group of volunteers decided to collect a series of patches from Webmasters that were frustrated by NCSA’s decision and released the patches back to the web community. The delivery of server patches was a major success (thus the name “A PatCHy Server”). They were so well received by the community that the volunteers proceeded to redesign and overhaul the HTTP server and Apache 1.0 was released to the public on December 1, 1995.

Within a few short months of its release, Apache became the leading web server and as of February 2003, it was powering 67.2% of all the Internet web servers according to the Netcraft Survey.  In contrast, the share of web servers powered by Microsoft’s IIS server had collapsed from 35% of the servers in March 2002, to 21% of the servers in February 2003.

The Apache project’s development team evolved into a “meritocracy” model where development was controlled by the core group of developers that carried out the greatest amount of work. In 1999, IBM realized that the Apache sever was so much better than their own web server that they made a decision to incorporate the Apache server as the core of their WebSphere platform. Even though IBM could just have simply taken the Apache product and incorporated it without consulting with the Apache group, IBM decided to collaborate with the open source community. When IBM contacted the loosely defined “Apache group”, the Group discovered that they had no legal structure, so there was no legal entity with which IBM could negotiate! IBM needed to negotiate with a legal entity not only because they wanted to be above board with the open source community, but also because, in exchange for using the Apache server, they wanted to contribute valuable code and resources to the Apache project. With help from IBM, the core Apache developers created a legal foundation, the Apache Software Foundation (ASF). 

Today, the Apache HTTP server has become an extensive Web services and development platform for hundreds of projects and software packages. The Apache Web services platform makes it possible for system administrators to easily, cost effectively, and securely deploy web servers on the Internet. ASF now hosts a large number of web projects that use the HTTP server as the core engine. 

Some of the key points that made Apache successful are: 

· The Apache Group of programmers operates on a principle of meritocracy -- the more work you have done, the more you are allowed to do.
· Licensing of Apache source code under the BSD license, which allows any commercial company to take the Apache code, or the code from any of the Apache projects, and use it as their own code. They can even sell this code as a commercial project.   

· Formation of The Apache Software Foundation to manage a large number of successful software projects, which allows the foundation to maintain control over these projects, as well as to work with private corporations, to receive and incorporate donated code.

· ASF is a membership-based, not-for-profit corporation. Members must be contributors who are nominated and voted on by the majority of ASF members. Thus, the ASF is governed by the community it most directly serves -- the people collaborating within its projects. Members elect the Board of Directors and the Board appoints a number of officers to oversee the day-to-day operations.  There are approximately 21 vice presidents each of whom spearheads one of the major ASP development projects.

· There are many key OSS projects associated with Apache platform than any other.  A sampling of the projects include: 

· Jakarta Project; a collaborative project between Sun Microsystems, IBM, Oracle, and the server-side Java development community

· Apache Ant

· Apache Incubator Project

· James Project

· Maven Project

· Perl Project

· PHP

· Java Apache – a sister project

Web Resources:

· The Apache Software Foundation - http://www.apache.org/
· Apache Projects - http://www.apache.org/foundation/projects.html
Apache Case Insights and Opportunities:

· Scale of Software Development – ASF is successful in guiding the development of complex, multi-faceted software through collaborative software development model using the Apache software and kernel and building other modules around it.  One major ASF project, Apache Ant, supports a more consistent and top down control of a project derived from Kernel, which would be more appropriate for complex and diverse software packages such as VistA. 

· Community Efforts—The Apache Project illustrates one of the most important elements of open source—if there is a good piece of software availablethat people find useful, a community will rise around it to continue developing it. In this case the HTTP server was a piece of government software that the NCSA stopped developing. Many people found it useful and took it upon themselves to develop it. VistA is, in many ways, in the same situation that the HTTP server was in 1995. A community of users and developers (e.g. VistA Software Alliance, the corporate and individual members of VistA Software Alliance, WorldVistA, HardHats.org and other communities) find VistA to be a very good product and is rising to further develop and support the software.
· Organizational Principles – The ability of Apache to develop and expand the community of users through a user centric approach is very impressive and the lessons learned would serve various Federal agencies quite well in determining what not-for-profit, mission driven organization to partner with in the private sector to facilitate the unified growth of VistA as OSS in a way that creates significant benefit for the American people.

· Licensing Insights – Assessing the strengths and weaknesses of releasing software under a Apache type BSD license versus a GPL license like Department Of Labor’s Workforce ConnectionsTM would be very useful in guiding Federal agencies and an allied not-for-profit, tax exempt entity to select the licensing arrangement that best serves public and private markets.
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Highlights:  IBM recognized that the proliferation of Open Source Software presented an important opportunity to respond to customer needs.  IBM began its support to OSS effort in late 1990’s to stay positioned in the market, address customer demands for secure, cost effective technology options and to increase shareholder’s value. IBM felt that it could gain very tangible rewards in return by supporting the OSS movement. Industry data indicates that it has invested over $2 billion in OSS and has publicly stated that it has received equivalent returns on its investment. 

There were two driving forces behind IBM’s approach. First was the public support for open source and the open source development model, and second, an internal reorganization. The internal reorganization sought to break up the fiefdoms by eliminating the divisions and creating horizontal product lines (that is the competition between the RS6000 vs. AS400 lines was eliminated, etc). The new organization relied on open standards between IBM applications and software and Linux as the glue for the hardware (i.e. if all IBM hardware ran Linux, then the software could be coded for Linux and ported to run on any piece of IBM hardware). The idea was to present the customers with a seamless solution that could scale up and to save significant internal costs, as the wheel did not have to be reinvented by every divisions and workgroup.

It is estimated that IBM is spending $200m a year supporting OSS and this is in addition to all the personnel working on open source projects and other forms of contributions. Other key IBM highlights are as follows:  

· IBM is involved in over 120 major open source projects. It plays a major role in the guidance of these projects through their active participation, but IBM has been careful to not be seen as a dominant force in any of these projects.  

· IBM has released a vast storehouse of proprietary code and commercial applications to the open source/Linux community (code worth hundreds of millions of dollars). The code was first released under the Common Public License (CPL), which was refined as IBM Public License. All of IBM’s open source licenses allow for the formerly proprietary IBM code to be commercialized, even by their competitors.
· IBM has assigned hundreds of its developers to work on open source code that is released to the open source community. It’s estimated that IBM has over 2,000 developers working full time on open source projects.
· IBM is a key participant in the Open Source Development Labs (OSDL) project. 

· IBM’s support for Linux is demonstrated in its strategy to develop all commercial applications first in Linux and then port them to run on other OS platforms--AIX, Windows, etc.

· IBM has been involved in various open source projects related to Linux and other OSS development communities: 

· Carrier Grade Linux with OSDL;

· Data Center Linux with OSDL;

· Desktop Linux Initiative with OSDL;

· Eclipse Foundation;

· Linux Standard Base

· Apache Software Foundation.

·  IBM’s WebSphere uses Apache/open source as the core engine but it is sold as a commercial application.

Web Resources:

· IBM Linux Technology Center – Tracking IBM Contribution to Linux and other OSS Development Communities- http://oss.software.ibm.com/developerworks/opensource/linux/
· Eclipse Foundation - http://eclipse.org
IBM Case Insights and Opportunities:

· Being Proactive - IBM made a very deliberate strategic decision to lead into the future based on signals from the market.  IBM evolved its business process models to serve the market based on where the market was growing, not where it had been.  

· Benefits from Sharing - IBM achieves benefit in the form of enhanced software and new service/support revenue from their leadership and participation in the OSS initiatives and evolution of the OSS solutions.

· Licensing Direction – IBM obtains leadership direction and influence of the projects through well-thought out licensing arrangements.

· Success through Alliances with Central Coordinating, Not-for-Profit Organizations - IBM delivered support to a number of not-for-profit coordinating entities (e.g. Ellipse, Apache Software Foundation, etc.).  These not-for-profit organizations served as the neutral ground for bringing together diverse organizations into alliances that foster and grow specific OSS solutions.  
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Highlights – K Desktop Environment began as an open source graphical desktop environment for Linux and Unix workstations. Today, KDE Project not only includes Desktop Environment but also includes KDE The Application Development Framework and KDE The Office Application Suite. Other key highlights include:

· A major development project with over 800 contributors helping to develop applications 

· Membership to “The KDE Core Team” is based upon merit. The team decides on the overall direction of the project and manages release schedules; it is a more democratic process than other projects such as Linux.

· The KDE CVS (Concurrent Version System) source code repository holds currently about 4.0 million lines of code. (To put things into perspective: The Linux kernel version 2.5.71 consists in about 3.7 million lines of code.) 

· KDE has profiled in many countries with 17 official WWW mirrors and more than 106 official FTP mirrors. 

· The development model is based on three key steps: Re/design, Implementation and Revision with a key focus on developing iterative.

· It has been successful in internationalization of open source applications; over 300 volunteers have translated it to 70 languages.

Web Resources: 

· KDE Project - www.kde.org
KDE Case Insights and Opportunities:

· POWER OF COLLABORATION – An international network of programmers has the power to develop useful, needed, secure software that would be available without license fees.  It also has the ability to translate the software to many different languages through a specific development track.
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Highlights - The Consumer Electronic Linux Forum (CELF) is an industry group that is focusing on the advancement of Linux as an open source platform for consumer electronics devices. CELF was created by eight consumer electronics powerhouses such as Sony, Matsushita (better known by their Panasonic line of products), Hitachi, NEC, Royal Philips Electronics, Samsung, Sharp, and Toshiba. Since its creation, additional 45 companies have joined CE Linux, including IBM, Hewlett-Packard, LG Electronics, Motorola, and Nokia. CELF does not develop support software code. Rather, they discuss and agree on standards that everyone should adhere to. Then, each member is free to develop their own code but the key requirement is that it must follow the standards developed by the group. Other key features of the group include:

· The founding members envision CELF as a neutral forum where they can discuss, formalize, and develop the standards, requirements and extensions to a Linux platform that is geared to consumer electronics devices such as telephones, cell phones, PDA’s, etc. 

· The Steering Committee that guides the organization is composed of founding members and appointed senior executives from the following organizations Sony Electronics, Inc.; Panasonic / Matsushita Electric Industrial Co., Ltd.; IBM, Hewlett-Packard, Hitachi, Ltd., LG Electronics, Inc., Motorola, NEC Corporation, Nokia, Royal Philips Electronics, Samsung Electronics, Sharp Corporation, Toshiba Corporation.  

· CELF is guided by the Executive Director of the Forum Office; this post is currently held by a senior executive from Sony Electronics.  

· The Architecture Group is the primary technical committee of the forum.

· CELF does not compete with other organizations or operating systems. The purpose of the Forum is to improve Linux for a particular intended use, and to create a structure for collaboration in that effort. 
· CELF’s structure -- to use the group to develop requirements and specifications and member companies to develop code for CELF’s approval -- works well for the industry as well as its members.

· CELF primarily uses GPL or LGPL licensing.

· CELF's main activities include:

· Defining requirements for a variety of extensions in "Linux based CE products,"

· Collaborating and reaching consensus with open source projects as well as with the Linux community,

· Promoting the proliferation of CE Linux based digital electronics in the electronics industry.

· CELF member companies have taken necessary steps to create a system to both protect their business and intellectual property while collaborating in the core open source and open standards requirements that will benefit all, including the consumers. Specifically, these items include membership issues, operations, technical, and licensing.

Web Resources:

· Consumer Electronics Linux Forum - www.celinuxforum.org 

CELF Case Insights and Opportunities:

· Standards Set the Stage for Innovation and Interoperability – Competing organizations come together through a neutral third party forum to set standards that allow an entire market segment to grow much faster and bigger.  The stage is then set for competing companies to innovate to address customer needs better rather than wasting money on developing similar code bases or creating multiple competing standards that restrict market development resulting in costly solutions and/or delayed outcomes.
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Highlights - The National Security Agency (NSA) has long been involved with the computer security research community in investigating a wide range of computer security topics including operating system security. The results of several previous research projects in this area were incorporated in SELinux (security-enhanced Linux) the open source software in 2000.  The first release of SELinux was a result of a public-private collaboration with NSA taking the lead with the support of several private sector corporations including: Network Associates, Inc. (Network Associates Labs), The MITRE Corporation and Secure Computing Corporation.  Since that time, there have been numerous external contributors to the upstream NSA SELinux.  Key features of the SELinux effort have been:

· Strong, flexible mandatory access control architecture incorporated into the major subsystems of the Linux kernel. 

· Mechanism to enforce the separation of information based on confidentiality and integrity requirements. This allows threats of tampering and bypassing of application security mechanisms to be addressed; and enables the confinement of damage that can be caused by malicious or flawed applications. 

· Mechanisms that provide flexible support for a wide range of security policies, making it possible to meet a wide range of security requirements.

· A general-purpose security policy and flexibility to modify and extend the policy to customize it for a given installation.

· Security-enhanced Linux is being released under the same terms and conditions as the original sources. The release includes documentation and source code for both the system and some system utilities that were modified to make use of the new features.

· NSA is providing frequent release updates to the base code developed internally and externally (after complete internal review).  In 2003 there were 4 release updates.  The recent release update occurred on 12 March 2004.  

· There are at least seven major private sector companies that have or are in the process of packaging SELinux into a supported release including: Red Hat, Debian, Gentoo, Mandrake, SuSE (Novell), Slackware and several others. 

· SourceForge hosts a development and distribution site for the SELinux and The NSA SELinux team still is responsible for most of the core parts of SELinux, but more and more development is occurring outside of NSA.

· NSA facilitates the collaboration of the private sector contributions to SELinux through hosting of a developers' mailing list, providing access to the source code, posting a To Do List, and actively asking for your help from the private sector. Plus NSA is using it as staff recruiting tool. 

· NSA maintains a formal domestic technology transfer program for openly sharing technologies with the external community. NSA on its Web site noted that “these technical advances have contributed to the creation and improvement of many commercial products in America.”

When SELinux was released, NSA indicated that this work is not intended as a complete security solution for Linux. Security-enhanced Linux is not an attempt to correct any flaws that may currently exist in Linux. Instead, it is simply an example of how mandatory access controls that can confine the actions of any process, including a super-user process, can be added into Linux. During the last several years, the Linux community has continued to evolve and enhance the SELinux release to the point that critical code and modules have been shared back with NSA to support their security research and incorporated into the 2.6 kernel for Linux that was release early in 2004.  

Web Resources:

· National Security Agency SELinux - http://www.nsa.gov/selinux/
· Source Forge Distribution Center - http://selinux.sourceforge.net/
· NSA Technology Transfer - http://www.nsa.gov/techtrans/index.cfm
· SELinux White Papers:

· ‘The Inevitability of Failure: The Flawed Assumption of Security in Modern Computing Environments’ explains the need for mandatory access controls in operating systems. 

· ‘The Flask Security Architecture: System Support for Diverse Security Policies’ describes the operating system security architecture through its prototype implementation in the Fluke research operating system. 

NSA Case Insights and Opportunities:

· NSA Facilitates Public Private Collaboration for Secure Open Source Operating System Software – NSA has recognized the power of an open community of developers to enhance work done inside the agency.  NSA continues to provide an ongoing facilitation role with updates to the software and actions noted above.

· Private Sector Open Collaboration Leads to NSA Benefits - NSA has been surprised that the external community has provided greater than anticipated code contributions to SELinux.
· Secure I.T. Systems and a Better National Defense – NSA efforts in harnessing the power of a public-private collaboration to address important information technology challenges sets out an important precedent.
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If a Federal agency or private sector organization seriously considers releasing or using an OSS product, it would be important to gain additional knowledge about the process from other organizations by conducting a pilot test in this arena. To that end, one may want to consider the following: 

· Completing an OSS Inventory – Compile an inventory of the use of OSS products across your organization. This will provide a current landscape of OSS adoption in your organization and a baseline to measure future success. 

· Selecting Open Source Licensing Option – Further investigate licensing options for the release of any product your organization has developed as Open Source Software and select a licensing option that would meet the needs of your organization as well as the larger OSS community. 

· Investigate Potential OSS Partnerships – Establish criteria for identifying and possibly pursuing mutually beneficial collaborative relationships with other organizations in the OSS community.  
· Release One or More Software Modules as OSS – Consider releasing one or more software modules as OSS in the near term through a defined OSS collaborative software development approach. This pilot effort would offer an opportunity to learn key lessons about working with the OSS community, how OSS products are licensed, how the open source software development process works, and what other implications there are to consider.
· Test One or More OSS Modules Developed by Other Organizations - Consider pilot testing the implementation and use of one or more OSS healthcare products. This pilot effort would offer an opportunity to learn about the implications of introducing OSS solutions within your overall architecture.
· Developing an Open Source Software Policy – Consider collaborating on the development of an internal policy regarding the acquisition and use of Open Source Software products. 

Analysis of Open Source Software (OSS) and EHR:

Profile of Increasing Use of OSS in the Federal Government and Healthcare

Market Update Report
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Although open source software is not “commercial software” in the normal sense of the term, it is proprietary software. Open source software is copyrighted work and it is the license adopted by the author/owner of the software that determines how it can be used and distributed. Some open source licenses require that any modifications made to the software have to be made as open source, while others allow for the modifications to be commercialized.

The author/owner has the flexibility to offer his/her program under multiple licenses.  They can open source a program as well as sell a version of the same program with a commercial, non-open-source license at the same time. This strategy has been adopted by many companies and individuals who want to make a program open source so that it is available to the community, yet earn some income from it. Those who want to use the software but are hesitant to use the version under the open source license (which may not come with support, for example) may pay for the commercial version, providing a revenue stream for the author. 

The remainder of this Appendix includes brief descriptions of some of the leading Open Source licenses. At present, there are over 60 separate licenses, with more than 45 of them approved by the Open Source Initiative (OSI). Each license contains different restrictions and requirements.

All of the licenses researched for this Paper have a common feature: they all disclaim all warranties. One of the intents of the license is to protect the software owner from any liability connected with the program. Since the program is often being given away at no cost, it is a reasonable requirement because the author may not have a sufficient revenue stream from the program to fund liability insurance and legal fees. 

1.0 Major Open Source Licenses

Despite the number of licenses, the majority of Open Source projects are actually covered by a relatively small set of these license- types. They are:

GPL -- GNU General Public License

LGPL -- GNU Lesser General Public License

BSD -- Berkeley Systems Distribution License 

Apache -- Apache License 

MPL -- Mozilla Public License 

IBM -- IBM Public License 

This document also includes comparison of these licenses to public domain software, since at present VA releases VistA as public domain software.

1.1 GPL

The GNU General Public License (or GPL) was developed by Richard M. Stallman and the Free Software Foundation. The GPL is both a software license as well as a political manifesto. A significant portion of the text is spent explaining the rationale behind the license.         

The politics behind the GPL license is one of the reasons that many other open source licenses have been written. 

Unlike the BSD License (see below), it maintains free source code by a fairly complex set of rules. It requires that any derivative works based on software covered by the GPL also be covered by the GPL, and that source code to these works be made publicly available. This means that any development anyone does that is derived from GPL code (derivative works) must also be made free. This ensures that the resource of free source code will not be diminished by someone taking the code, modifying it slightly, and keeping it to themselves, but it also tends to discourage the use of GPL derivative work in commercial development by traditional software companies and other for-profit organizations. 

The GPL does not allow the incorporation of a GPL-ed program into a proprietary program. The GPL's definition of a proprietary program is any program with a license that does not give you as many rights as the GPL. 

There are some interesting exceptions to the GPL that allow the GPL license to be used by programs that are only partially open source e.g., commercial companies that seek to distribute their software as both open source (free) as well as reserve the right to sell the software as a commercial package. The reason is that copyright holder (generally the author of the program or the company that owns the software) is the entity that can place the GPL on the program and has the right to violate his own license. This right does not extend to any third party who redistributes the program. These third parties must follow the terms of the license, even the ones that the copyright holder violates because from the standpoint of the copyright holder, it makes the program freely available for use but not for redistribution. 

1.2 LGPL

The GNU Library General Public License (LGPL) was also developed by the Free Software Foundation as a less restrictive version of the GPL specifically designed for software libraries. Unlike the GPL, an LGPL-ed program can be incorporated into a proprietary program. As long as the code is kept separate, a proprietary program can use an LGPL program to perform functions without being compelled to release the source code as it would be under the GPL. A good example of LGPL-ed software is the C-language library that comes with Linux. The only code that a developer would have to make public are changes to the library or API's.

1.3 BSD License

The Berkeley Systems Distribution (BSD) license is the most recognized license and was developed by the University of California at Berkeley, a similar license was developed by MIT as well. The BSD license is a family of open source licenses that allows for full freedom of use for the open source software, including the ability to modify it and turn it into commercial proprietary software. In essence the BSD family of licenses allows one to do nearly anything with the software licensed under them. The BSD license came from the days where most software development was carried out in universities under government grants. In those days, software was distributed with few restrictions in the spirit of academic freedom and collaboration. In addition, since taxpayers were footing the bill for this software, they were granted rights close to those of public domain software. The BSD license has only one requirement: that a reference be made to the copyright holder in accompanying documentation, thus essentially asking to acknowledge the credit where credit is due. The terms make the BSD and MIT family of licenses acceptable to commercial developers.

1.4 Apache License

The Apache license is derived from the BSD licenses. Apache has been one of the most successful open source projects. Apache has spawned, and serves as a platform, for dozens of major projects, each of which has dozens of projects derived from it. The Apache license serves as the base model for all the downstream projects thus creating what has become known as the Apache family of licenses. A key success factor for Apache is that commercial companies can gain revenue from Apache, from providing support and services to repackaging the code and components as commercial products. A community of interest has been created that collaborates in producing the best quality base platforms such as the HTTP web server platform for their own products. The Apache Foundation, which was created to manage the Apache code, is in the process of updating the current Apache license. 

1.5 Mozilla Public License

The Mozilla Public License (MPL) was developed by Netscape when they decided to release some of their software as open source. This license attempts to strike a middle ground between promoting free source development by commercial enterprises and protecting free source developers. Like the GPL, it requires that any and all changes to code (derivative works) covered by the license must be made publicly available. However, it also allows one to combine covered code with other code to create a larger work without requiring that other code to be covered by the license. This is similar to, but even less restrictive, than the LGPL. 

1.6 IBM Public License

Public Domain 

A public-domain program is one with regard to which the author has deliberately surrendered his copyright rights. In other words, it is software that is not copyrighted. Although the source code may be available, it is not officially considered open source software, as it does not fall under the OSI definition. By law, taxpayer-funded software is generally public domain. Anyone is able to obtain a public domain program and deal with it without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sub-license, and/or sell copies of the software. Unlike open source software, one can even apply for a copyright to the program and re-license it. In addition, there is no requirement to attribute the software to the original authors. 

IBM has been a big supporter of open source and offers its open source products under an OSI certified license while it continues to offer its commercial products under commercial licenses.

2.0 License Properties 

As should be apparent from the previous section, not all Open Source licenses are the same. The following Table lists some of the key properties for various leading licenses, and public domain software. A short description of each column is provided after the Table.

	Table -Properties of Open Source Licenses

	License
	OSI Certified
	Can be mixed with Non-Open Source Software
	Modifications Can be Made Private
	License Trumps in Derivative Works
	Derivatives Must be Open Source Software
	Can Be Re-Licensed by Anyone

	GPL
	Yes
	No
	No
	Yes
	Yes
	No

	LGPL
	Yes
	Yes
	No
	No
	Yes
	No

	BSD
	Yes
	Yes
	Yes
	No
	No
	No

	Apache
	Yes
	Yes
	Yes
	No
	No
	No

	Mozilla (MPL)
	Yes
	Yes
	Yes
	No
	Yes
	No

	IBM Public License
	Yes
	
	
	No
	
	

	Public Domain
	No
	Yes
	Yes
	No
	No
	Yes


2.1 Short Description of columns from the Table

2.1.1 OSI Certified – The Open Source Initiative (OSI) provides the most widely accepted and agreed upon criteria for deciding whether a license should be considered open source. Currently, there are over 45 OSI-approved licenses.
2.1.2 Can be Mixed with Non-Open Source Software – One can mix the non-open source software with open source. 
2.1.3 Modifications Can be Made Private -- This type of license allows anyone to take the source code for a program, modify it, and then sell binary versions of the program without distributing the source code of the modifications, and without applying the open source license to those modifications. These licenses are still considered open source, even though the open source definition does not require that modifications always carry the original license. 

2.1.4 License Trumps in Derivative Works -- Most licenses allow for derivative works where there is more than one license that applies. The exception is the GNU General Public License (GPL). The GPL requires that any derivative work be licensed solely under the GPL. This is what is so-called license capture or viral property. 

2.1.5 Derivatives Must Be Open Source Software -- The GNU and Mozilla licenses require that derivative works be Open Source license as well. This means that any derivative work must be open sourced in turn. 

2.1.6 Can Be Relicensed by Anyone

3.0 Updating the Apache License

The Apache Software Foundation is presently in the process of updating and improving its open source licenses in order to solve several deficiencies with the current licenses. This process, which has been going on for the past two years, offers a great opportunity to learn the process of developing open source licenses first hand. They are considering a new set of licenses to distribute software and documentation, to accept regular contributions from individuals and corporations, and to accept larger grants of existing software products. The current Apache licenses are being updated to reflect changes in the community regarding patents and contributing code. 

More information can be obtained on http://www.apache.org/licenses/proposed/, and a mailing list for public discussion of the changes. The updates to the licenses are being developed in the same collaborative manner as open source software.

The goals for the main Apache license are: Clear, Reusable, Trademarks, Compatible with other licenses, Patent protection, Covers contributions, Applicable to documentation, Includable by reference, and Short!

They are also updating licenses for contributors, corporations and Software grants. 

The purpose of the contributor license agreement (CLA) is to “clearly define the terms under which intellectual property has been contributed to the ASF and thereby allow us to defend the project should there be a legal dispute regarding the software at some future time.” “A signed CLA (any version) is required to be on file before an individual is given commit rights to an ASF project,” according to one of official Apache documents.

The corporate CLA is for companies that have assigned employees to work on Apache projects.

Software Grant agreement is for individuals or corporations that donate a body of existing software or documentation to one of the Apache projects. The ASF notes that “Typically this is done after negotiating approval with the ASF board of directors, since the ASF will not accept software unless there is a viable community available to support a collaborative project.”
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WorldVistA

www.worldvista.org
WorldVistA develops and supports the global VistA community. VistA is the largest integrated hospital software package in the world, and hospitals and clinics in many countries depend on it to manage such things as patient records, prescriptions, lab results, and other medical information. WorldVistA was formed to help make healthcare information technology more affordable and more widely available both within the United States and internationally. WorldVistA extends and improves VistA for use outside its original setting through such activities as developing packages for pediatrics, obstetrics, and other hospital services not used in veterans' hospitals. WorldVistA also helps those who choose to adopt VistA successfully master, install, and maintain the software. As the group of VistA adopters and programmers grows, we work to develop it into a collaborative, consensus-based, open-source community.

OpenVistA: A priority project for our community is the development and deployment of OpenVistA. Historically, running VistA has required adopters to pay licensing fees for the systems on which it runs: the programming environment (MUMPS) and the operating system underneath (such as Microsoft Windows or VMS). The OpenVistA project will help its adopters eliminate these fees by allowing VistA to run on the GT.M programming environment and the Linux operating system, both of which are open source and free. By reducing licensing costs, OpenVistA frees up money to be spent on medicine, medical professionals, and other resources more likely to directly improve patient care. Like all WorldVistA projects, the OpenVistA project not only provides adopters with the software itself but also transfers knowledge and expertise and builds long-term mutual support relationships between adopters and the rest of the worldwide VistA community.
JEngine 
http://jengine.org/ 
The purpose of the project is to build a world class open source Enterprise integration engine. Uses of JEngine include healthcare systems/hospitals HL7 interface engine, integration of HL7 with EMR and Practice Management Systems.

Medal - The Medical Algorithms Project 
http://www.medal.org/index.html 
A Medical Algorithm is any computation, formula, survey, or look-up table, useful in healthcare. We have collected over 3500 algorithms spanning major medical domains, organized into 44 chapters. An additional chapter contains algorithms contributed by our visitors. To ensure the widest possible audience, the algorithms have been implemented in an Excel workbook which you can freely download to run on your Windows or Macintosh computer.

3D Slicer 
http://www.slicer.org/ 
The 3D Slicer is freely available, open-source software for visualization, registration, segmentation, and quantification of medical data.

Care2002 
http://care2x.com/ 
CARE 2002 is a smart software for hospitals and health care organizations. It is designed to integrate the different information systems existing in these organizations into one single efficient system. CARE 2002 solves the problems inherent in a network of multiple programs that are noncompatible with each other. It can integrate almost any type of services, systems, departments, clinic, processes, data, communication, etc. that exist in a hospital.

Smartie (MedNotes) 
http://www.smartie-ist.org/ 
Integration of tools and critical knowledge in the clinical field for medical expert decision. Strong user involvement, knowledge extracted from Evidence-Based sources and validated by EU experts. The project aims at collecting medical digital assistants running stand alone in web browsers and palmtops tested in real world situations and licensed under open source initiative.

Reminder Database 
http://www.crmef.org/reminder.html 
The program's main menu page features graphs showing practice quality parameters. Among others, these include pie charts showing glycohemoglobin results among all practice diabetics, and bar charts showing the number of women overdue for follow-up of various pap smear problems. The program may also show performance by individual physicians. The graphs on the main menu are designed to be key motivators to recall patients and produce good outcomes.

PICNIC 
http://picnic.euspirit.org/ 
PICNIC will develop the next generation regional health care networks to support new ways of providing health and social care. The aim is to prepare regional health care providers to implement the next generation, secure, user-friendly, health care networks and to make the European market for telematics health care services less fragmented. The partners in PICNIC have agreed to make the development in an Open Environment: 1. An architecture, which is open and interoperable. 2. All models and specifications are in the public domain. 3. Applications, interfaces and messages are implemented according to the Open Source Model.
Health Education Assets Library (HEAL) 
http://www.healcentral.org/index.htm 
Digital multimedia, such as images and videos, are playing an increasingly important role in health sciences education. Educators, however, often do not have the time or resources to create high-quality materials. In the Fall of 2000 the development of Health Education Assets Library (HEAL) was started with funding of the National Science Foundation and in collaboration with National Library of Medicine.

myPACS
http://www.mypacs.net/repos/mpv3_repo/static/About/
myPACS is a web-based medical image content management system. It’s mission is to help clinicians share knowledge through the use of content management technology. This service is funded in part by a Small Business Innovative Research grant from the National Institute of Mental Health. It allows uploading images and patient data from a web-browser. Images can be viewed in two different size of thumbnails. It doesn't support the DICOM standard, but it can be useful where images are accessible in ordinary image file formats such as JPG (for example digitized by a scanner or a frame grabber or downloaded from the Net).

MedicalWords 
http://medicalwords.sourceforge.net/ 
The purpose of this project is to create Public Domain Medical Terminology documents that could be easily used by applications.

CRISNET 
http://www.crisnet.be 
CRISNET is a Primary Care research organization dedicated to medical information exchange and gathering through web based secure Open Source technology. CRISNET is currently developing a web based interface between Primary and Secondary care.

KPumpe 
http://kpumpe.sourceforge.net/ 
KPumpe is a diabetes diary application with support for reading records from your glucometer. It supports the Onetouch Ultra and other glucometers where glucomodule plugins are available. 

OpenEMR 
http://www.openemr.net/ [UPDATED LINK] 
OpenEMR is a Free, Open Source medical clinic practice management and electronic medical record application. OpenEMR offers: 
1. Practice Management features for patient scheduling, patient demographics and billing using FreeB; 
2. Electronic Medical Records, creating an on-line record of your encounters; 
3. Ability to enter CPT and ICD codes at the end of a patient encounter; 
4. Advanced reporting capabilities with phpMyAdmin, which is now packaged with OpenEMR; and 
5. HIPAA compliance.

U.S. Food and Drug Administration National Drug Code Directory 
http://www.fda.gov/cder/ndc/index.htm 
The NDC System was originally established as an essential part of an out-of-hospital drug reimbursement program under Medicare. The NDC serves as a universal product identifier for human drugs. The current edition of the National Drug Code Directory is limited to prescription drugs and a few selected OTC products. The data is updated quarterly within 5 working days after the end of March, June, September, and December.

e-TALC Electronic Teaching-aids At Low Cost 
http://www.e-talc.org/ 
e-TALC is a collaborative project to freely distribute up-to-date health and development information on CD-ROM.

DOSIS/GP 
http://www.imagineers.nl/DOSIS/ 
DOSIS/GP is an acronym for Dutch Open Source Information Systems for use by General Practitioners. It is part of the OpenKaart initiative.

Datasus CCS-SIS components 
http://www.datasus.gov.br/ccssis/ 
The CCS-SIS consortium is developing software components based on OMG HDTF (CorbaMed) standards for health care. These components are being made available under the GPL.

HAPI 
http://hl7api.sourceforge.net/ 
HAPI (HL7 application programming interface) is an open-source, object-oriented HL7 parser. The main distinguishing feature of HAPI is that it uses specific Java classes to represent each HL7 message structure. This allows it to enforce the structural validity of your messages when you compile your code, and to enforce the validity of field data at run time, with Java Exceptions. Source code for messages is generated automatically from HL7's database of standard messages.

iPath - Telemedicine Framework 
http://ipath.sourceforge.net 
iPath is an open source framework for building telepathology/telemedicine applications. At the core is the open source iPath-Server, an extensible telemedicine database sever with a web based interface. The iPath Server provides something like a medical discussion forum, where cases can be easily presented to others, discussed and commented within dedicated user groups. Besides a case database, iPath also provides additional modules. E.g. with the remote microscopy module you can remote control a motorized microscope over internet (currently iPath supports Leica Mikcroscopes and will soon be adapted to Merzhaeuser stage controller) As iPath is a very flexible system there are many different possibilities of using it. * Discuss difficult cases within dedicated user groups. * Collect different information of one cases from different sources. * Conenct your microscope to the Internet and share it with others. * Provide feedback to senders of specimen by presenting them images.
OdontoLinux 
http://sourceforge.net/projects/odontolinux/ 
Dental management software written in PHP4 and PostgreSQL.

OpenKaart 
http://www.openkaart.org 
Our aim is an open API on the basis of a open source kernel (kernHIS/kernXIS) system, primarily for General Practice systems but hopefully also for another information systems in Medical care. In the near future the website we also be in English.

Debian-med

http://www.debian.org/devel/debian-med/
The goal of Debian-Med is a complete system for all tasks in medical care which is build completely on free software. The base of the project is the Debian distribution of GNU/Linux. Debian-med is a subset of that distribution specialized for medical applications. As a byproduct, the project is expected to integrate many existing projects by installing them in the same distribution. Open source health care products included in Debian-med will also be distributed in the full Debian GNU/Linux system.
Res Medicinae - Information in Medicine 
http://www.resmedicinae.org 
Res Medicinae is supposed to be a comprising software solution for use in Medicine which combines intuitive ease of use with the advantages of the Java platform. It uses latest technology adhering to common standards for medical software and will such be open to many other medical systems. Res Medicinae is the attempt to overcome high pricing in the realm of Medical Information Systems and to provide users with a free, stable, secure, platform-independent, extensive system. Res Medicinae is and will be free in every meaning. Its contributors enjoy working together communicating over mailing lists and are encouraged by the idea of sharing their knowledge with those people living on "the poorer side of" the world. 

PIANO 
http://mbi.dkfz-heidelberg.de/mbi/software/ 
Piano is a library containing ~75 algorithms and tools for multi-dimensional medical image processing, analysis and visualization. It is used in our group for several projects in the field of surgical planning.
JALLOO 
http://mbi.dkfz-heidelberg.de/mbi/software/ 
Jalloo offers a CORBA interface to the PIANO image processing library. Thus it enables a simple programming model to distributed image processing.
dcm4che 
http://sourceforge.net/projects/dcm4che/ 
dcm4che is an implementation of DICOM in Java. The sample applications may be useful on its own. It also includes an IHE compliant Image Archive application, based on J2EE.
SQL Clinic 
http://www.sqlclinic.net 
Description: A web interface to postures written in perl. This is a complete clinical and administrative application for providers of psychiatric housing, although the software is designed to accommodate an entire Community Mental Health Care Center (CMHC) or private practitioners (both Clinical Social Workers and Psychiatrists) working in Behavioral Health. The source is available under the terms of the GPL. Technical support is free via mailing lists. Support contracts are available from Saint Vincent Catholic Medical Centers of New York.

jTerm 
http://mmedia.medizin.uni-essen.de/jterm/introduction.html
jTerm is an open source terminology server written in 100% Java. jTerm includes: a core set of java classes implementing the deKeiser Uniform Representation Formalism for terminological systems, and raw data loaders for SNOMED-RT 1.x.

FreeMED 
www.freeMED.org
This is a project to build a web based open source Electronic Medical Record (EMR) and physician practice management system.

Pathology Abbreviations and Acronyms 
http://www.pathinfo.com/abbtwo.htm 
Pathologists use lots of abbreviations and acronyms. An acronym is an abbreviation of a phrase, where each letter of the acronym is added consecutively from the first letter of each of the words of the phrase. An abbreviation is a shortened form of a text-string, and all acronyms are types of abbreviations. The page contains a computer parsable list of over 12,000 abbreviations used in medicine and pathology.

DocScope - Physician Friendly Medical Records 
http://openhealth.com/docscope/ 
DocScope will be a free medical information tool that is as natural and easy for physicians to use as the spreadsheet is for accountants. Health care standards and open source application development tools are both converging on XML technology for the representation of records, transactions, and messages. This creates a new opportunity to assemble health care record systems from readily available open source XML components.

LAMDI - Linux Anesthesia Modular Devices Interface 
http://gasnet.med.yale.edu/lamdi/ 
The basic idea behind the LAMDI project is to develop a modular interface between various Anesthesia devices. Devices in this context could be: data capture devices, Software interpretation devices like pharmacokinetic or hemodynamic modeling modules; Control devices like infusion pumps and simulation devices.

Harp - Harmonisation for the secuRity of web technologies and applications 

http://telecom.ntua.gr/~HARP/HARP/INSIDE/Inside.htm
The objectives of this project are development and demonstration of tools for the harmonization of applied and emerging Web oriented security systems in telemedicine. The early deliverables contain an investigation of security requirements for medical systems across Europe

Medical Record DTD 
http://sourceforge.net/projects/medrec/ - OUTDATED LINK

http://www.debian.org/devel/debian-med/record
The goal is to develop XML DTDs and software to facilitate the secure transfer of personal health record information from notebooks, PDAs, and other local databases to websites that specialize in archiving health record information

Gnosis (formerly GLIMS) 
http://glims.sourceforge.net/ 
Gnosis is planned to be an open source, OS independent Laboratory Information Management System. The target market is small through huge laboratories in need of a powerful, simple to use and infinitely configurable LIMS

XChart 
http://www.openhealth.org/XChart/ 
The Open Healthcare Group's XChart Project is a movement to create an electronic medical record that is easier than paper. XChart is a system designed to combine the ease, speed and portability of paper systems with the efficiencies of computerized records. XChart is browsable via the web with minimal training. XChart supports standards.

Open PM ToolWorks 
http://sourceforge.net/projects/openpmtoolworks 
This project is dedicated to developing medical group practice management calculators and tools that would be of interest to medical practice administrators

Synapses 
http://www.cs.tcd.ie/synapses/public/index.html 
Synapses enables healthcare professionals to share electronic patient records and related medical data wherever and in whatever system they are held. It provides the open generic means to access them consistently and simply. Due provision is made for legal, ethical and security requirements. The resulting specifications and supporting material are in the public domain. This project now seems to be idle, but the design documents are available.

The Virtual Medical School Project at the Hammersmith Hospital 
http://www.soundray.de/vms/ 
Storing every imaging study digitally together with the radiologist's report resulted in a huge database of diseases and their imaging presentations as well as normal anatomy. This database is, of course, an immensely valuable resource for teaching. The Virtual Medical School Project was initiated with the intention to convert this image database into a knowledge base. This knowledge base will form the foundation of a digital network based teaching system for the whole of medicine at every level: the "Virtual Medical School". It is based heavily on free software (Apache-Cocoon).

HardHats 
http://www.hardhats.org/ 
Hardhats.org is  web site dedicated to fostering a virtual community for the worldwide users of the VISTA software! Within the Web site there are series of resources (in the form of ‘shops’) where a user has all the tools and materials needed to build an economical, efficient, scaleable and integrated system. Add the VistA applications and you have a complete heathcare system. There is an active developer community at www.hardhats.org working on expanding and supporting this codebase now known as VISTA.
ProtoGen/HL7 
http://aurora.rg.iupui.edu/~gunther/#ProtoGen 
ProtoGen/HL7 is essentially a parser/builder generator that extracts it's rules from the HL7 standard document. The interface to the parser/builder is C++. Thus, the result of the generator is a C++ class library for the HL7 protocol. With the library you can build HL7 client/server applications or batch processors very easily. This site also contains a wealth of information about implementing HL7 aware open source applications and links to the most recent HL7 modeling work.
LOINC 
http://www.regenstrief.org/loinc/ 
The Logical Observation Identifiers, Names and Codes (LOINC[tm]) database provides a set of universal names and ID codes for identifying laboratory and clinical observations.

SmartenRx 
http://www.openhealth.com/smartenrx/ 
In this pharmacy research system, physicians and pharmacists use web forms to communicate information about medications for specific patients.

OpenEMed (Formerly TeleMed) 
http://OpenMed.sourceforge.net/ 
OpenEMed is a distributed healthcare and medical information system built on open standards including those of the healthcare taskforce of the Object Management Group. It provides sample implementations of those standard components in Java.

Circare 
http://www.openhealth.com/circare/ 
Circare is a client and provider index that ties together the information about a single patient and makes it available securely to care providers in a distributed network. The goal of this project is to be the "home page" for finding patient information distributed in numerous locations around a regional network.

HL7ImExa 
ftp://ftp.erl.wustl.edu/pub/hl7imexa/ 
This is an open source HL7 (V2.1, 2.2) parser.

GNUMed 
http://www.gnumed.org/ 
GNUMed is a comprehensive and robust open source software package for paperless medical practice.  It’s currently actively being developed and is not ready for deployment.

BioMail 
http://biomail.sourceforge.net/biomail/index.html 
BioMail is a small web-based application for medical researchers, biologists, and anyone who wants to know the latest information about a disease or a biological phenomenon. It is written to automate searching for recent scientific papers in the PubMed Medline database.

OpenKnoME 
http://www.topthing.com/ 
OpenKnoME is a complete GRAIL knowledge management and ontological engineering environment. Among many other functions it allows you to browse, make sense of, and compile the OpenGALEN CRM sources.
OpenGALEN Reference Model 
http://www.opengalen.org/ 
OpenGALEN is a not-for-profit organization. It is dedicated to bringing GALEN to the world as an open source resource. GALEN is a radical new technology for medical coding and terminology.

Arden Syntax for Medical Logic Modules 
http://www.cpmc.columbia.edu/arden/ - OUTDATED LINK

http://cslxinfmtcs.csmc.edu/hl7/arden/
The Arden Syntax for Medical Logic Modules (MLMs) is a language for encoding medical knowledge. The standard for this language is managed by HL7.

LinuDent 
http://linudent.sourceforge.net/ 
Dental practice management software project.

International Classification for Diseases (ICD-9 and ICD-10) 
http://www.cdc.gov/nchs/icd9.htm 
There are two related classifications of diseases with similar titles. The International Classification of Diseases (ICD) is the classification used to code and classify mortality data from death certificates. The International Classification of Diseases, Clinical Modification (ICD-CM) is used to code and classify morbidity data from the inpatient and outpatient records, physician offices, and most NCHS surveys.

OIO - Open Infrastructure for Outcomes 
http://www.txoutcome.org/ 
A shared and free infrastructure that supports the pooling of expertise, assessment instruments, data management, training, quality assurance, and reporting tools is a way to reduce the cost of conducting outcome assessments.

Project Odyssée 
http://www.nautilus-info.com/odyssee.htm 
The Odyssée project is the open source release of portions of the Nautilus project. Nautilus has a lexicon of 35000 medical terms linked into a semantic network representing medical domain knowledge. The network is used to guide an interaction dialog with a physician to record notes in structured form. Such structured notes are used to generate standardized text progress notes. The expert domain knowledge represented in the semantic network can speed data capture by focusing the interaction on relevant topics at each point in time. Recording medical records as semantic structures rather than text has many advantages, such as less ambiguity, language independence, and greater amenability to medical reasoning (assistant) technologies. This site is in French.

COSMOS: Common Open Source Medical Objects 

http://sourceforge.net/projects/cosmos
The main purpose of COSMOS is to serve as a repository of reusable objects (in source code) that are relevant to the medical domain. Small applications with increasing functionality, will then be built on top of the objects.

CTsim: The Open Source Computed Tomography Simulator 
http://www.ctsim.org/ 
Computed Tomography is the technique of estimating the interior of objects from the measurements of radiation projected through the object. CTSim simulates the process of transmitting X-rays through phantom objects. These X-ray data are called projections. CTSim reconstructs the original phantom image from the projections using a variety of algorithms. Additionally, CTSim has a wide array of image analysis and image processing functions.

BLOX: quantitative medical imaging and visualization program 
http://pni.med.jhu.edu/blox/ 
The purpose of the project is to develop a quantitative medical imaging and visualization program for use on brain MR, DTI and MRS data. It is a joint project of the Kennedy Krieger Institute and the Johns Hopkins University, Psychiatric Neuroimaging Lab.

AMIDE: Medical Image Data Examiner 
http://amide.sourceforge.net/ 
Amide's a Medical Image Data Examiner: Amide is a tool for viewing, registering, and analyzing anatomical and functional volumetric medical imaging data sets.

Meditux 
http://meditux.sourceforge.net/ 
Meditux is Java-servlet based software that provides a web interface to MySQL. It was developed to support an intranet site in a medical intensive care unit where it was used to collect clinical and research data.

Freemed-YiRC 
http://freemed-yirc.familyandyouth.org/ 
This is a branch of the FreeMed developed by the Lutheran Homes Society Family & Youth Services. This is a web based open source Electronic Medical Record (EMR) and physician practice management system.

ECG2PNG 
http://www.cardiothink.com/downloads/ecg2png/ 
This program is designed to convert scanned 12-lead electrocardiograms into PNG format and a web-friendly image size. It assumes that the electrocardiogram (ECG) is printed with a black line on white paper with a red grid.

HL7Lib 
http://hl7lib.sourceforge.net/ 
This is an attempt to produce a simple, correct HL7 library that can be embedded in projects to enable rapid development of powerful tools and robust interfaces. I intend to provide the same interface in C, Perl and Tcl. If someone else cares to implement the same library in another language (python perhaps) I will add a contribute section to this package and happily include it as well.

DICOMScope 
http://www.offis.uni-oldenburg.de/projekte/dicom/soft-docs/soft03_e.html 
DICOMscope is a free DICOM viewer which can display uncompressed, monochrome DICOM images of all modalities and supports a calibration of the monitor according to DICOM part 14 as well as the new Presentation States. DICOMscope offers a print client (DICOM Basic Grayscale Print Management) which also implements the optional Presentation LUT SOP Class. The development of this prototype was commissioned by the "Committee for the Advancement of DICOM".

DCMTK - DICOM-Toolkit 
http://www.offis.de/projekte/dicom/soft-docs/soft01_e.html 
DCMTK is a collection of libraries and applications implementing large parts the DICOM standard for medical image communication. It includes software for examining, constructing and converting DICOM image files, handling offline media, sending and receiving images over a network connection, as well as demonstration image storage and worklist servers. DCMTK is written in a mixture of ANSI C and C++.
FixIT 
http://www.uku.fi/atkk/fixit/english.html 
FixIT is a portfolio of systems development toolkits for client/server applications based on VA's FileMan Data Base Management System at the server. The client-server communication is currently based on VA's Remote Procedure Call Broker. Delphi-FixIT is based on Inprise's (formerly Borland) Delphi at the client side, and intended for Windows clients. Web-FixIT is a functionally equivalent toolkit based on the web browser technology, Java and Inprise's JBuilder. International versions of both toolkits are available as freeware. FixIT is particularly intended for modernizing existing departmental information systems in hospitals, as well as for developing new ones.

EViewBox 
http://eviewbox.sourceforge.net/ 
Eviewbox is a Java application that allows you to view many kinds of images, including medical DICOM images.

Stanford Medical Informatics - Protege 
http://smi-web.stanford.edu/projects/protege/ 
Protégé provides an integrated knowledge-base editing environment and an extensible architecture for the creation of customized knowledge-based tools. It is the tool used in PRODIGY to develop evidence based guidelines.

HHLBI Palm OS Applications 
http://hin.nhlbi.nih.gov/palmapps.htm 
The U.S. National Heart, Lung and Blood Institute is making a series of Palm OS applications and treatment guidelines and releasing them into the public domain. Initial applications include: 1) Clinical Guidelines on Overweight and Obesity in Adults, 2) Asthma Treatment Guidelines, and 3) a BMI calculator.  The software is public domain.

PhysioNet 
http://www.physionet.org 
PhysioNet offers free access via the web to large collections of recorded physiologic signals and related open-source software. PhysioNet is a public service of the Research Resource for Complex Physiologic Signals, funded by the National Center for Research Resources of the National Institutes of Health.  The open source software is available under a GPL.

AccessGP Practice management system 
http://www.accessgp.com/ 
AccessGP is a free multi-user General Practice Management System written in Microsoft Access and running under Windows 95, 98 and NT. It is an integrated, sophisticated program that is freeware. It can be modified and further distributed as long as no charge is made and the source code remains open. This project is a hobby and I encourage others to share and modify the software. It is really only for those who are confident with Microsoft Access and computers.

Gnotary 
http://www.gnumed.net/gnotary 
Gnotary is an e-mail service to help prove that medical (and other) records have not been modified after a certain date. As opposed to handwriting and chemical changes of ink and paper over time, digital records can be altered without leaving a trace, even serial backups on CD-ROMS can be made retrospectively, so it might have little value in court. You simply email a message to any gnotary server, and pronto - an email comes back with a digital signature certifying that your email has been received at a given date. If you alter the content of the original email, the verification of the signature does not work any more.

Raynux: OpenSource and Radiology 
http://www.rad.unipd.it/progetti/raynux/rayUK.php3 
The project goal is to realize a wide radiological software laboratory which is completely free and Open source, without any commercial limitation. Everyone can participate as user, tester or developer; you can register yourself in the Register Section. You can find at now a RIS software (ESO) and image & report distribution software that are developed at The University of Padova, Dept. of Medical & Diagnostic Sciences and Special Therapies.

e-HealthCare: Advanced Home Healthcare Environment 
http://ehealth.sourceforge.net/ 
A research program from Linköping University that focuses on the applicability of new information technology for home based care and other forms of healthcare that are not conducted within hospital walls (such as mobile/ambulatory care). Specific components are: * Health Pilot (a general research platform), * Diabetes Health Pilot, and * Heart Health Pilot

Adapted and updated by Douglas E. Goldstein using primary research and various Web links identified below with the source document being http://www.joe.lindsay.net/open-health-solutions.html list, March 2004

Web Links for Open Source Software Development Projects in Health Care

Health Care OSS Web Ring

http://l.webring.com/hub?ring=freeandopensourc
LinuxMedNews

http://www.linuxmednews.com/linuxmednews/LMNProjects/Projects/folder_contents
Spirit Project – International Focus

http://www.euspirit.org/
Health Informatics - Europe

http://www.hi-europe.info/library/opensource/default.htm
List of OSS Health Care Projects Compiled by Joe Lindsay

http://www.joe.lindsay.net/open-health-solutions.html
 TC "Appendix D.: U.S. DOE OSS Development Projects and Reference List" \f a 

 TC "Appendix D.: U.S. DOE OSS Development Projects and Reference List" \l2 Appendix D.: U.S. Department of Energy Open Source Software Development Projects and Reference List

The following are Open Source projects associated with Department of Energy laboratories. This list is not exhaustive. Rather, it is provided to give an overall magnitude of the number and variety of Open Source projects sponsored by DOE.

Alexandria - is a component software repository; a next-generation Netlib that supports fuzzy searches and browsing APIs via dynamically generated Babel language bindings [22]. (Copyright Regents of UC; LGPL; served from LLNL).

Babel - is a tool for mixing C, C++, Fortran77, Java, and Python in a single application. Babel is the foundation for a multilanguage scientific component framework [23]. (Copyright Regents of UC; LGPL; served from LLNL).

Chromium - is a flexible framework for scalable real-time rendering on clusters of workstations, based on the Stanford WireGL project code base [1].(BSD License; SourceForge). 

Climate Data Analysis Tools - CDAT is an open-source, Python-based environment for scientific calculations and graphics with focus on the needs of climate modelers. It is coordinated by the Program for Climate Model Diagnosis and Intercomparison, LLNL [2]. (cites contract between DOE and UC; custom open source, excludes commercialization without notifying DOE or LLNL; SourceForge).

DMX  - is a project to develop a complete Distributed Multihead X system, which will enable XFree86 (as well as any system with a standard X server) to distribute the X desktop across large display walls [4]. (SourceForge).

Gauntlet - is a multi-language, multi-platform software testing framework. It can harvest results from multiple platforms via XML/email and browse session histories through the web [24]. (Copyright Regents of UC; LGPL, served from LLNL).

Globus - The Globus Project is developing fundamental technologies needed to build computational grids. Grids are persistent environments that enable software applications to integrate instruments, displays, computational and information resources that are managed by diverse organizations in widespread locations [18]. Much of the Globus work takes place at Argonne National Laboratories. (Copyright U. of Chicago and U. of Southern California. License “open source” but not in OSI list of approved licenses, served from ANL).

MeshTV - is an interactive graphical analysis tool for visualizing and analyzing data on two- and three-dimensional (2D, 3D) meshes. It is a general purpose tool that handles many different mesh types, provides different ways of viewing the data, and is virtually hardware/vendor independent while still providing graphics at the speed of the native graphics hardware [25]. (Copyright UC: excludes commercialization; served from LLNL) 46

Numerical Python - adds a fast, compact, multidimensional array language facility to Python [9]. (Copyright Regents of UC; Python License; SourceForge).

Quorum - is an online parliamentary system that enables the proposing, discussion, and voting on motions via the web. This software is used to accelerate standardization efforts for geographically disperse groups [26]. (Copyright Regents of UC, LGPL; served from LLNL).

Silo - is a library which implements an application programming interface (API) designed for reading and writing scientific data. It is a high-level, portable interface that was developed at Lawrence Livermore National Laboratory to address difficult database issues, such as different, incompatible file formats and libraries, most of which used non-standard features of the Cray compilers. In addition, none of the previous libraries had portable binary file formats [27]. (Copyright UC: excludes commercialization; served from LLNL)
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Open source is making rapid strides internationally, particularly through direct promotion by governments and government agencies. Several nations have already mandated the use of open source in government agencies, including Brazil and South Africa. Recently, the Finance ministry of Israel made Open Office the default office suite for government agencies. 

In Asia, the governments of Japan, China, and South Korea formed an alliance last year to jointly develop an open source operating system based on Linux. Early last year the Thai government asked several major computer manufacturers to start selling inexpensive Linux-based PCs in order to provide the common citizen with computers. The program was such a success that Microsoft was forced to reduce the price of Windows XP and MS Office to $40, less than a tenth of the standard retail price, to remain a viable competitor in the Thai computer market. Open Source and the VA's VistA were a major topic of discussion at the recent eHealth Asia 2004 conference in Malaysia. Currently, there are major trials underway for open source software in healthcare in Malaysia and other Asian countries, and there is a growing interest in the deployment of VistA by national governments. 

Almost every European country has issued major studies, policy papers and guidelines on open source and has either major ongoing open source projects or is in the middle of test trials. In Spain, for example, the province of Extremadura has successfully migrated all computers for the state and local government offices to run Linux. In Germany, the city of Munich is migrating to Linux and the Interior Ministry has invested tens of millions of dollars to pay software companies to write open source software to secure email and develop a drop-in replacement for Microsoft Exchange. 

The Interchange of Data between Administrations (IDA) site is an extensive repository of information on international open source projects and developments. IDA was created by the European Commission to facilitate exchange of information and data between members of the Commission and to promote the use of open standards and best practices for computers and networking. The IDA has an “Open Source Observatory” site that has news items as well as an extensive collection of case studies, reports, resources, events and FAQ's. 

The site links to the studies, reports and guidelines on open source that have been published by almost every European government as well as other governments. IDA has carried out and released an extensive set of reports on open source, including a very through migration guide for open source projects that has a comprehensive spreadsheet that allows administrators to calculate the savings they will achieve by migrating from MS Windows to Open Source.

The European Commission is also funding pilots of open-source technology for the public sector through the Consortium for Open Source in the Public Administration COSPA. COSPA has 15 European participants from Italy, Hungary, Denmark, UK, Ireland, and Belgium as well as 3 international “observers” from Canada, New Zealand and United Nations Educational Scientific and Cultural Organization (UNESCO). The Consortium has launched several pilots to analyze the effects of the introduction of Open Data Standards (ODS) and Open Source (OS) software for personal productivity and document management in European “Public Administration” (PA), the equivalent of government agencies in the U.S. The Consortium is aiming at building a leading, effective and visible success case by:

1. Deploying ODS and OS desktop software solutions in several European PAs, and benchmarking their effectiveness through a cost/benefit analysis;

2. Building a European, multilingual, freely-accessible knowledge and experience base by comparing and pooling knowledge, and by building on and complementing current activities in the field;

3. Disseminating the results and the experiences of the study through a series of workshops at regional and European level.

The United Nations Educational Scientific and Cultural Organization (UNESCO) has a portal site promoting the development and deployment of open source software for third world nations. The site contains an extensive collection of software, projects, case studies and lists of organizations that are involved in open source projects.
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	TACTIC:
	Purpose – Objective - Description
	Implications for Open Source VistA

	CREATE LEGAL STRUCTURE/INCORPORATION
	There are multiple structures for the entities that control open source projects. These include individuals. Corporations (for profit entities), non-profit foundations, governments, etc.
	The most common legal structure that has emerged in the open source community is the non-profit foundation. This model is being followed not only by open source developers, but also by corporations that want to contribute and benefit from open source software. Many of these non-profits have a membership made up of both individual contributors and corporations.

	FOUNDATION HOLDS COPYRIGHTS
	In most cases the individual developers that have written the open source code own the copyrights to their code. Some foundations, such as the Apache foundation request that copyrights be turned over to the foundation so that there are no legal issues down the line.
	A decision has to be made whether the contributors to an open source version of VistA retain copyrights or assign them to the non-profit foundation.

	FOUNDATION CREATES BRANDING (LOGOS, TRADEMARKS).
	Open source projects are very active in promoting the project. They usually have a very dedicated following that will promote the project via discussion lists, attending conferences, writing articles, etc. A critical part of this promotion is the creations of logos and trademarks for the particular project. This is also important for customers as the logo certifies that the vendor or program that someone wants to deploy is certified to work with that particular open source package.
	The open source software alliance needs to create logos and trademarks.

	FOUNDATION HOLDS TRADEMARKS
	Most trademarks are logos are held by the foundations. Some corporations hold trademarks that become synonymous with the open source project.
	The open source software alliance needs to hold all the trademarks.



	FOUNDATION ACTIVELY PROMOTES AND PROTECTS BRAND 
	Open source foundations are aggressive in ensuring that their logos and trademarks are used appropriately.
	The open source software alliance needs to ensure that it's branding is protected.

	FOUNDATION DEVELOPS AND MAINTAINS CERTIFICATION PROCESS
	Some foundations have developed certification guidelines, courses, and tests. For example the Linux Standards Institute (LSI) has developed a certification test for Linux system administrators. The test is given by independent training organizations.
	The open source software alliance should develop standardized training materials and certifications for every aspect of the open source VistA project. The certification should include development, installation, training and maintenance of all modules.

	USE OF LICENSING TO REGULATE PROPRIETARY USAGES
	Most open source projects use licensing as the primary method to regulate the commercial use and distribution of OS software. Projects such as Apache that use the BSD-type license regulate usage through branding (only approved uses can use the Apache logo/trademark).
	The license that is adopted will determine how open source VistA is regulated when it comes to proprietary/commercial uses.

	LEGAL/NORMATIVE SANCTIONS AGAINST VIOLATIONS.
	Open source projects will take legal actions against violators as a last resort. Most infractions are dealt with in private or through pressure from the community.
	The open source software alliance needs to be ready to enforce its legal standing. Although the usual open source mechanisms (private discussions and pressure from the community) should always be the first resort.

	FOUNDATION PROVIDES LEGAL UMBRELLA FOR DEVELOPERS/CODE (PART OF COPYRIGHT ISSUE ABOVE).
	One of the primary purposes of creating formal legal entities, in particular foundations, is to provide developers and contributors with legal protection. This is one of the reasons that many foundations require that copyright for the code be assigned to the foundation.
	The open source software alliance needs to assume legal responsibility for the open source VistA code to protect the developers and contributors. This means that it has to have a very solid quality assurance program as well as be sure that fixing bugs and  security holes is a top priority.

	TAX ISSUES
	If the OS Project is a non-profit organization, donations to time and code are tax-deductible based on the IRS code. The Apache Foundation has staff that helps corporations with the deductibility of their donated code and labor.
	The open source alliance needs to develop the guidelines for donations. Private companies and individuals should be able to receive tax deductions based on their contributions to the project.


 Methodology: Extensive market research was conducted by reviewing and analyzing literature both on and offline during a six month period. In addition, the OSS SMEs conducted interviews with participants in the healthcare OSS movement, research organizations, state/local governments, private healthcare organizations, technology companies, national associations and foundations, and government agencies. Research team members subscribed to major health care OSS listservs to monitor developments, engaged in dialogues with OSS developers in the health care environments and participated in OSS healthcare conferences and events 





� EMBED PowerPoint.Slide.8  ���





� EMBED Word.Picture.8  ���











Figure 3 























� EMBED PowerPoint.Slide.8  ���





Figure 1: Universe of Free and Open Source Software Types 
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